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Storing Digital Records 
Phil Brown & David Whelan 

Cut Back on Paper 

You must have digital records before you can store them.  Some of the client documents you will 

store are created by printing off documents you have created or forms you or your clients have 

completed online.  Additionally, identification like passports and other documents can be 

captured digitally when your client brings them in and you can retain your copy throughout your 

handling of the matter. 

Many photocopiers are now actually multi-function devices, enabling you to make a digital copy 

rather than just paper one.1  Once you place the document on the copier, it can save an electronic 

file to your network or onto a USB drive that you insert in the copier. 

 Alternatively, you can use a dedicated scanner to capture the paper documents you receive.2  If 

haven't already acquired a scanner or multi-function, look for one that comes bundled with PDF 

tools.  For example, the Fujitsu Scansnap series is frequently mentioned for lawyers and comes 

bundled with Adobe Acrobat PDF software.3  By purchasing the software and hardware together, 

you can save on the pricey Adobe software.  Keep in mind that PDF has been an open format 

since 2008, so there are lots of other PDF companies out there in addition to Adobe.4 

One of the drawbacks to going paperless is the need to make the documents full text searchable.  

This requires an additional step, after scanning the document, of recognizing what the document 

says.  However, in immigration cases where you are primarily dealing with documentation and 

forms, you may be able to skip this optical character recognition (OCR) step.5   

If you need to find documents based on the words in them, you should OCR; if you're just keeping 

a copy of the document, skip it.  Many scanners will come with OCR software but there are many 

ways to do it even without OCR software.  For example, if you upload a scanned file to Google 

Drive, it can OCR it for you as part of your upload process.6 

You can scan each document as an image (like a photo) but it makes more sense in the long run 

to scan each document as a PDF.  It will give you more options to combine documents in a client's 

matter and make them easier to find. 

                                                      
1 Multi-Function Printer:  https://en.wikipedia.org/wiki/Multi-function_printer 
2 Lawyerist Review of Scanners for Lawyers, December 2014 https://lawyerist.com/71227/best-scanners-lawyers/  
3 Adobe is very interested in lawyers using their PDF tools:  http://blogs.adobe.com/acrolaw/ 
4 PDF:  https://en.wikipedia.org/wiki/Portable_Document_Format 
5 OCR:  https://en.wikipedia.org/wiki/Optical_character_recognition 
6 About OCR and Google Drive:  https://support.google.com/drive/answer/176692?hl=en 

https://lawyerist.com/71227/best-scanners-lawyers/
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PDF Tools 

There are many PDF editors to choose from, in addition to Adobe Acrobat.7  Most of them also 

have a free, viewer version like Adobe Acrobat's free Reader.  This is what many lawyers will 

already have and not realize there is a more substantial editing tool as well.  Increasingly, Web 

browsers like Google Chrome and Mozilla Firefox include their own PDF viewer so you don't need 

additional software to see a PDF.   

At the same time, PDF creation is also commonly available.  Older versions of Microsoft Office 

required an update but Microsoft Office 2010 and later come with a Save As PDF  function built 

in.8   This is the easiest way to take so-called born digital  documents – ones created electronically 

to start off with – and save them into PDF. 

The other common method of creating PDFs is using a PDF printer, sometimes confusingly called 

a PDF writer.  There are loads of free options.9   It appears in your computer's list of available 

printers.  This means, when you're on a Web site like Citizenship and Immigration Canada, and 

click to print a form, you can save it as a PDF. 

Let's use CIC's Web site as an example of some of the other features of PDF tools that you can 

use.  One of the challenges a CIC Web form can create is that you can only print off the part of 

the form that is showing at the moment.10   Rather than print off a new PDF file each time – and 

end up with one question in each file – you can print to the same file name each time. 

Beyond Basic PDF Creation 

Normally, when you save a second file to the same name as the first file, you overwrite and 

destroy the first file.  However, many PDF printers will ask you what you want to do:  overwrite 

or append.  In this way, by choosing append, you can save each question in the right order in a 

single PDF.  When you are finished printing the form, you have one – albeit unnecessarily large 

and ugly – PDF. 

PDF editors go well beyond just creating PDFs, though.  You'll find ways to generate your own 

forms, to mark up existing PDFs with highlighters or adding typed or written notes.  There are 

ways to create stamps reminiscent of inkpad-based attention getters like Confidential.  The 

pervasive use of PDF by lawyers has even led to the ability to Bates number PDF pages.11 

                                                      
7 A look at features a lawyer might need in a PDF editor and a comparison 
http://www.wisbar.org/newspublications/wisconsinlawyer/pages/article.aspx?Volume=86&Issue=5&ArticleID=10
839 
8 Microsoft Support on Save as PDF:  https://support.office.com/en-us/article/Save-as-PDF-d85416c5-7d77-4fd6-
a216-6f4bf7c7c110 
9 Here's a recent list of some common ones:  http://www.makeuseof.com/tag/7-best-tools-print-pdf/ 
10 Actually, here is a quick how to on being able to print the whole form:  
http://ofaolain.com/blog/2015/10/15/explode-all-immigration-form-boxes/  
11 How to add PDF Bates Numbering:  https://www.pdfill.com/document_bates.html; How to add Headers, 
Footers, Bates Numbering in Adobe Acrobat:  https://helpx.adobe.com/acrobat/using/add-headers-footers-
pdfs.html  

http://ofaolain.com/blog/2015/10/15/explode-all-immigration-form-boxes/
https://www.pdfill.com/document_bates.html
https://helpx.adobe.com/acrobat/using/add-headers-footers-pdfs.html
https://helpx.adobe.com/acrobat/using/add-headers-footers-pdfs.html
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Sometimes you want to combine PDFs after they've been created.  There are simple, free tools 

to merge PDFs into (or split them from) one single PDF.  Adobe also has a unique feature called 

PDF Portfolios, which groups PDFs into a single PDF file but still allows you to interact with them 

as their original individual files.12    

You can imagine that, between the time you close a matter with a client and the 6 year or longer 

time frame that you are keeping their files, you want a convenient way to archive their PDF files.  

A Portfolio or merged PDF can gather up all the PDFs related to a matter and keep them in a 

single container.  It's not hard to picture the advantage of having a single PDF per client rather 

than multiple PDFs organized by a client matter folder. 

PDF Metadata 

Normally, when lawyers talk about metadata in documents, it revolves around how to remove 

it.13  That is because a contract written in Microsoft Word may retain things like original terms 

that you changed later on, or former clients names, if it is a precedent document that you're 

reusing.14  This data is hidden from view but can still be accessed, even if you don't intend for it 

to be.  A PDF can be a great way to remove metadata. 

If, however, you are creating a digital file from paper documents – ID, documentation from 

foreign governments, etc. - you may not have any metadata.  This means you also have no 

underlying keywords or descriptive text to explain what your documents are.  If you are not going 

to OCR your documents, you will want to consider adding some metadata to make the easier to 

find. 

The simplest way to do this is to create a descriptive file name.  A file name is something you can 

search.  Even better, add some metadata to the properties of your PDF document.15   This can be 

additional information to describe the scanned documents in the PDF, for example.  There's 

nothing on the face of the PDF to show that you have a copy of the passport inside.  But if you've 

added it to the document's metadata, a search for your client's name and the word passport  will 

retrieve the correct PDF.  When contrasting the time to get good optical character recognition 

for full text search and the time to add some descriptive metadata, the latter is a huge time saver. 

How Long to Keep a Client File? 

There's a loaded question.  If, for example, you know you need to keep a copy of documents 

relating to an immigration matter for 6 years, there's a starting point.  You may find that you 

                                                      
12 PDF Portfolios:  http://help.adobe.com/en_US/acrobat/X/pro/using/WS8AC2CE72-864F-4d65-815A-
4AFCAB0B46FA.html  
13 Metadata 101 for Lawyers:  http://www.attorneyatwork.com/metadata-101-lawyers/ 
14 How to use Microsoft Word's document inspector to remove metadata:  https://support.office.com/en-
us/article/Remove-hidden-data-and-personal-information-by-inspecting-documents-356b7b5d-77af-44fe-a07f-
9aa4d085966f 
15 How to add metadata to an Adobe PDF:  https://helpx.adobe.com/acrobat/using/pdf-properties-metadata.html 

http://help.adobe.com/en_US/acrobat/X/pro/using/WS8AC2CE72-864F-4d65-815A-4AFCAB0B46FA.html
http://help.adobe.com/en_US/acrobat/X/pro/using/WS8AC2CE72-864F-4d65-815A-4AFCAB0B46FA.html
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need or want to keep digital files longer.  Whatever the length of time, one option available is to 

use the archival PDF known as PDF/A.16    

This is a standard PDF with some features removed, like the ability to embed an audio file in the 

PDF, or to have hyperlinks from the PDF to the Web.  These restrictions are intended to make the 

file easier to access for longer periods of time.  It helps to explain why PDF/A has become a 

standard for court e-filing.17 

If you are using PDF and contemplating keeping them for a long time, you will want to ensure 

that the file can be opened in the future.  One way to do this is to adopt PDF/A with your closed 

files. 

File Management 

Once you have created the digital files, storage and retrieval become the focus.  There is no right 

way to manage digital documents.  It is important that, whatever method you use to arrange and 

store your files, it enables you to quickly retrieve them. 

This is well-trodden ground.18   Come up with one that works for you and make sure you and your 

staff all use it.  If your firm is large enough, you may consider using a document management 

system (DMS). 19 However, if you are primarily organizing documents that will only be used once 

(client-specific documents, Web forms) and not precedents or reusable documents, a DMS may 

not make sense. 

Well-named files will make retrieval easier.  Metadata will help.  Rather than keeping multiple 

related files in a folder, consider merging them.  Fewer files can be easier to manage, particularly 

if you can get to the point of having all of the files relating to a single person or matter in a single 

file. 

There are search tools that can help with retrieval but, again, they can only focus on full text 

search and metadata.  If you primarily rely on filenames and descriptive metadata, the search 

tool built into Windows will work adequately for retrieval.  

Digital files should be backed up against disaster.  How you do this will depend on what 

documents you are keeping and for how long.  Normally, a law firm might consider using cloud 

backup or file synchronization tools like Crashplan, Carbonite, Dropbox, or others.  However, in 

light of the large amount of personally identifiable information (PII) that your client files may 

contain, keeping these files off the Internet probably makes sense.   

                                                      
16 PDF/A:  http://en.wikipedia.org/wiki/PDF/A 
17 PACER comment on PDF/A:  https://www.pacer.gov/announcements/general/pdfa.html 
18 One file/folder naming convention:  http://apps.americanbar.org/lpm/lpt/articles/ftr09091.shtml  and another:  
https://lawyerist.com/13892/organize-paperless-client-files/  and another:  
http://oregonlawpracticemanagement.com/2013/03/18/document-naming-in-a-paperless-law-practice/  
19 When to Consider a Document Management System:  http://www.lawtechnologytoday.org/2013/07/when-to-
consider-document-management/ 

http://apps.americanbar.org/lpm/lpt/articles/ftr09091.shtml
https://lawyerist.com/13892/organize-paperless-client-files/
http://oregonlawpracticemanagement.com/2013/03/18/document-naming-in-a-paperless-law-practice/
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Your backup plan should place a copy of your files onto removal media (whether a DVD or an 

external hard drive) and the media, which should be encrypted, should be taken off site and 

stored securely.  Like a bank safe-deposit box.  You may also have an archival approach, since 

your client files may not have much reusable content in them.  In that case, you can store an 

archived copy offsite to meet your long term storage needs and remove those closed files from 

your office computers. 

 


