
The Practical and Ethical Use of Social Media

There are few corners of the universe that will be

unaware of social media, either by that generic

overarching category label or by the specific products

like Twitter and Facebook that belong to it. Lawyers are

frequently encouraged to participate in social media,

whether by creating a profile, writing an online post or

article, or sharing status updates.

It would be a fair question to ask why a lawyer would

want to participate. Social media is a diffuse concept. It

embraces a wide variety of methods of sharing

information, each of which can raise practical and ethical

issues.

Tamle el CSontents

Ethical Fundamentals 1

What CSan I Share? 2

Have a Purpose 2

CShoosing Social Media 3

Pick Your Poison 4

Sharing on Social Media 4

Blogs S

Micro-blogging (Twitter) S

You will want to consider why social media is something you want to engage in before you take

the plunge and start sharing. It is worth keeping in mind that social media has a consumption

component as well, though, and you may find that social media helps you find information even

when you don't have any goal of sharing it.

Social media impacts lawyers primarily by creating risks that they will expose information about

their clients. Rule 2.03 (1) of the Rules of Professional CSonduct and the supporting commentary

lays out the scope of information to protect. This could result in a breach of confidential

information related to a matter but a lawyer's responsibility extends beyond that. Since the

professional relationship indicating that a client has consulted with or retained a lawyer is not

to be disclosed, and continues indefinitely, it is important to consider how this can be triggered

by your use of social media.

For example:

• You maintain a profile on Facebook, Google +, or Linkedln. Your client sends you a

message to indicate that she wants to join your network, which will display her profile

information within your online friends or colleagues. Your approval of her request will

be broadcast to your network.
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• After a successful meeting with a client, you check in to a location-based social media

tool like Foursquare or update your status on a micro-blogging service like Twitter to

comment about it. Your iPhone attaches your location at his company's head offices as

part of the message it distributes to all your followers.

11

Social media is generally considered to range from status updates on services like Twitter all the

way up to long-form writing on blogs. A Twitter message is limited to 140 characters by its

technology. In some cases, the messages are updates on what a person is doing. Some of

these status messages are sent through what are known as location services, where the entire

message is "I am here" with your current address. There are many messages on Twitter,

though, that use the brief space to share a link to a longer piece of content.

Other social media, like Facebook or Google+, is profile-based. You create an account that

describes yourself in great detail. You post similar status updates or links to longer content but

instead of being limited to a single sentence, you have much more latitude for sharing

information.

The most expansive social media is the online writing tool known as the blog. Lawyers who

enjoy writing for the fun of it can write as much as they want and share it with everyone in the

world. Blogs need not be social. They generally support the ability for others to comment on

what has been written, but it is the author's option to enable that support. When comments

are enabled, thoughtful responses to the original post can actually enhance the blog's content

by allowing others, who may have their own expertise to share, to participate.

Marketing is the most common reason lawyers are encouraged to use social media. You can

engage with clients, current and potential, as well as other lawyers. You can share your

expertise with a broader community and potentially generate business. Those are all great

goals but they are not necessarily realistic.

They do underpin a basic concept around social media. Have a purpose for using it. It takes

time to do well, especially if you decide you want to engage in the longer-form methods. Your

purpose does not need to be related to marketing. In fact, the more you do social media

because you are actually enthusiastic about it, the more authentic you will appear to others and

the easier it will be for you. If the marketing and business development end of social media is

what makes you passionate, that's great. If you just enjoy sharing your thoughts or learning

what people with similar personal or professional interests are doing, that's just as reasonable a

purpose.
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There has to be some energy on your part to participate. If you don't have that passion, then it

is probably better to give social media a pass. There is nothing that shows that social media has

anywhere near the impact that other methods of business generation for lawyers. The

American Bar Association surveyed lawyers in 2011 about their use of social media. 1 Roughly

10% of solos and small firms had blogs. Larger firms were more likely to have them, but only

about 35% of lawyers at firms with more than 500 lawyers reported that their firm had a blog.

Lawyers are much more likely to be on social media sites that use profiles, particularly Linkedln.

59% of solos and 28% of lawyers in firms with 2 to 5 lawyers reported that they had a firm

profile on Linkedln. Facebook was a distant second in all firms. Compare that to Twitter, where

8% of solos and 5% of small firm lawyers said their firm used the service.

The type of social media used may impact whether it generates business for your practice. 62%

of solos and 60% of small firm lawyers who had a firm blog said that they had been retained by

a client because of their professional blogging. Contrast that with 10% of solos and 25% of

small firms using Twitter who have had a client retain them as a result of their use of the

service. This is not to say that social media participation had no impact for the other users. But

if your primary goal is to generate revenue, it is important to anticipate the likely return on

whatever investment in time you make.

If your primary goal is to enjoy participating, then none of this really matters. Social media can

be an enjoyable way of reaching out to others who you might otherwise never come across.

Here is a bit of a decision tree to help you think about how you might participate in social

media. The initial question is:

• Do you want to mostly want to share with others?

• Do you want to mostly consume what others share?

This separates those who want to get into social media for business development and

interactive purposes from those who just want to listen. In the old days of e-mail discussion

lists - which are still an excellent social medium even though they don't tend to be included in

discussions about the topic - this sort of participation was called lurking.

There is a substantial amount of useful information being shared that provides access directly

or via a link to longer form, substantive content. You could use Twitter and follow individuals

who share information you are interested in. A quick search on a Web search engine like

1 2011 American Bar Association Legal Technology Survey Report, Volume IV: Web and Communication
Technology, pp. 28-35.
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Google will unearth blogs and other services that you can also follow, using an RSS or newsfeed

reader.

A social media consumer faces fewer of the challenges that lawyers who share information

have to be mindful of. Since you are not sharing information, your status, or your location,

there are relatively few perils to participating in social media. You aren't off scot free - there

are still issues related to whether or not you create relationships with others in your social

media accounts - but you can't breach confidentiality, client privacy, or privilege when you

don't share anything.

For more on the nuts and bolts of setting up social media accounts and checklists

to help you get started~ see The Ethics ofSocial Media for Lawyers, a free 40 page

handout by Phil Brown and David Whelan~ January 2012: t .

There are dozens, if not hundreds, of social media services. Your social media goal will help you

to select from those. In addition, it is important to realize that usage is centered in a handful of

products. The major service is Facebook, which accounted for 42.6% of social media traffic in

Canada between April 2011 and April 2012. 2 Only one other service - a news aggregation site

known as Stumbleupon that is primarily focused on sending you information, rather than

having you share it with others - had more than 10% of usage. Most services maintain a

relatively steady share of the social media ecosystem, although Pinterest rose above Twitter

and Reddit in April 2012 to 7.2%. It's a relative newcomer, though, and its photo-centric nature

may make it less useful for professional information sharing. Even if it maintains its strong

position, it is unlikely to challenge Facebook's dominance.

This means that if audience reach is an important part of your goal, Facebook may be the social

media you want to choose. However, this sort of statistic should not discourage you from a

narrower scope. A well-written blog or a conscientiously used Twitter account can create a

small but engaged audience that would not be reflected in national social media usage data.

What it does suggest, though, is that you may want to stick with large, well-known social media

services if you want to reach a large audience.

You have decided to use social media. What you say and how you say it will be made available

to whatever audience you have selected, by way of the social media tools you have chosen.

2 Top 7 Social Media Sites in Canada from April 2011 to April 2012: Facebook: 42.57%, Stumbleupon: 38.2%;
reddit: 6.62%; Twitter: 5.5%; Youtube: 4.34%; Pinterest: 0.87%; digg: 0.56%; Other: 1.34%. <
~~~~~~~~.!1..!!.::~~~~~~~!!.!..L.~~~~~~>
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A blog has a long, public life, indexed by Web search engines like Google, and potentially stored

for posterity by archival sites. Popular sites for running a blog include Google's Blogger.com

and Automattic's Wordpress.com. 3 In the case of the latter, you can download and run the

software on your law firm's Web site server or have it hosted by a third party, both options

providing more flexibility than using either Google or Automattic's hosted sites.

Since the sharing is long-form, you are probably going to be well aware of what you write and

any potential practice implications. You should still be cognizant that what you share on your

blog should not implicate your client's confidence or your representation. 4 Particularly in light

of the long life of your duty of confidentiality, you would not want to have content published

online and then stored beyond your control. 5

Blog comments are the social aspect of your blog, where your visitors can leave their thoughts

on your writing. It can be a valuable complement to your contribution to the Web. It can also

create issues if you allow unfettered contributions. This can manifest itself in a number of

ways. Comments can contain inappropriate content or links to undesirable web sites. Just as

importantly, a client or potential client could post information or a question about their matter

without realizing that they are sharing it with the entire world. If you use comments on your

blog, use a moderation tool so that you have to approve comments prior to their being posted.

On the blog site itself, clarify how you will deal with comments that seek legal advice.

Status update sites are often known as micro-blogging, because they allow a very short post to

be shared with followers. Twitter is the best known site and provides an excellent example of

how this site might work in your practice. A Twitter message is 140 characters long. Martial

would have loved them:

3 Blogger: Word press:
Word press software to use on your own or your hosted service at ~R:dJ.~~Y'LQ.[!!Q~gu:g
4 Blogging Assistant Public Defender Accused of Revealing Secrets of Little-Disguised Clients, ABA Journal.com,
September 10, 2009

~~~~=.L > Or other matters, as this lawyer found out when he blogged about his experience as a juror and
was suspended for 45 days. California Lawyer Suspended Over Trial Blogging While Serving as a Juror, ABA
Journal.com, August 4, 2009. <
http://www.abajournaLcom/news/artide/calif. lawyer suspended over trial blog while serving as juror>
5 If you have a Web site or blog already, see what the Internet Archive has already stored on you at their Wayback

Machine: .;..,;;.,.,;;;;~.....=.;;..,.;~....;;;;...;...~...;;...;;...;;~.;....;;;.;..;;~;...&..
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This epigram is 60 characters long, so he would have had just enough space to add a link to his

Web site.

Since Twitter is a status update site for many people, they use it for offhand comments about

where they are and what they are up to. In this way, you get posts from lawyers like:

Day 81 as aPO: caused amistrial today because Ifound out after state rested that my client's English wasn't as
good as it seemed. Ugh.
- @jenpark22, April 19, 2010

Client lied to me and the jUdge about her mother d~ng so she could get an adjournment of her case. "ow I've
heard it all
- @scdesq, April 7, 2011

Your updates may not breach your duty of confidentiality but can still reflect on your

competence or other aspects of your practice that you want to present in the best possible

light.

Unlike blogging, you can have a private Twitter account and still share your updates with

others. When you lock your account, others can request to follow you and you can authorize

them. If your account is not private, anyone who wants to can follow you. These followers can

respond or send a message to you, whether on a private or public Twitter account.

A message posted on your Twitter timeline, which shows messages you post as well as those

posted to you - using your username or Twitter handle - may raise the same issues as blog

comments: inappropriate content, undesirable links. You cannot moderate these updates

other than to block your follower and, if it's egregious, report them for spam posts.

Twitter messages are also forever, or at least you should plan on it lasting that long. You may

find that you can no longer see your old messages on Twitter but they may still be there. You

can use a site like Allmytweets.net to identify all of your Twitter messages. Twitter is licensing

this content to third-parties, who are in turn creating competitive intelligence and other data

mining services using those posts. 6 However, the reality is that the average reader will read or

act on your message only within the first three hours after they see it. 7 From that perspective,

you can expect your status updates not to linger too long.

people click on a link created and inserted in Twitter messages.
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Another aspect of Twitter that is different from blogging is the retweet, which is the same as

taking an e-mail you receive and forwarding it to others. A retweet takes a message that

appears in your Twitter timeline, because it was posted by someone you follow, and forwards it

to your followers. It often will attach both your Twitter handle as well as that of the original

poster. Your message may then be retweeted to others.

One of the questions that

has arisen is what

responsibility you take on

when you retweet a

message you have received.

Are you endorsing the

message? Are you

endorsing the content to

which any link in the

message sends future

readers?

There is no guidance on this issue for lawyers, although it is being addressed in some non-legal

organizations. 8

The same content issues that are created by blogs and micro-blogs exist on profile sites. These

are sites where you create an account and then add information about yourself: education,

family, hobbies, previous employment and other experience, and so on. You can supplement

this information with photos of yourself and your activities, as well as link to information you

think is useful. Facebook is the best known of these sites, with Google+ and Linkedln

alternative sites that you might have an account on.

Each profile site revolves around you, the content and information you add, and the network to

which you link yourself. On Facebook, the terminology is that you are connected to or liked by

your friends. Linkedln is a professional rather than personal site, and connections are part of

your professional network.

Information you share on these sites can immediately propagate out to people within your

network of friends or colleagues on the site. This can include new additions to your network -

8 See, for example, Are Retweets Endorsements?: Disclaimers and Social Media, Andrew Mirsky, Citizen Media

Law Project, Apri I 5, 2012 < !J.li~~"£:!:1:.91!~l@lill!Y&.aW2JlQ&~'ULill§t@!W~~151Q~~~~~J.r:DJ~:£rud.:

social-media> This article led to an interesting discussion, in the Slaw blog's comments section, on whether
lawyers should be using disclaimers on their Twitter profiles and whether their retweets were endorsements:
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which can potentially expose your client relationships - as well as other information you share

on social media. The challenge of these linkages is that undoing them can be quite awkward.

You will want to have a clear idea of who you are going to connect to, and if you are going to

decline invitations to connect, have a well-thought out rationale to share with the person who

you are rejecting. 9

Profile sites go beyond the text-centric blogging and micro-blogging. While you can share a

photo in those environments, consumer-oriented profile sites like Facebook and Google+

encourage significantly more sharing of photos and videos. Once you are linked to someone in

one of these services, if they have a photo of you, they can link your account to their photo

without your input. The way that these social media networks interlink you and the content

added and owned by other members of your network may not always be clear at the time that

you accept their invitation to connect.

9 Judging Facebook relationships: Should jurists hear cases involving their 'friends'?, Paul Muschick, The Morning
Call, January 14, 2012. <
20120114,O,1816633.column > A judge discusses his choice to unfriend 150 colleagues: "Dumping about 150
people wasn't easy, considering that unlike many Facebook users, he actually knows a lot of the people he was
Facebook friends with, including lawyers."
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