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Technology has simplified the sharing of information and enabled the more efficient 

distribution of roles responsible for governing and using it.  This creates additional 

challenges for lawyers to manage the confidential and private information that is entrusted 

to them.  Each person in your office, each device you use, and each service you rely on to 

safeguard your information extends the reach of your obligations. 

The Rules 

Confidentiality 

Lawyers have a professional duty to protect the confidential information they receive from 

their clients.  This duty is governed in a variety of ways but the Professional Rules of 

Conduct discuss the primary obligation in Rule 2.03.1 

A lawyer at all times shall hold in strict confidence all information 

concerning the business and affairs of the client acquired in the course of 

the professional relationship and shall not divulge any such information 

unless expressly or impliedly authorized by the client or required by law to 

do so. 

Pretty straightforward so far.  We are all accustomed to dealing with our immediate 

communications: what we say to whom, and how we communicate electronically.  The 

digital world isn’t always that straightforward though. 

Competence 

Lawyers are also responsible to ensure that their systems and processes are managed 

competently.  The commentary to Rule 2.01(2) says that: 

The Act provides that a lawyer fails to meet standards of professional 

competence if there are deficiencies in … (c) the records, systems, or 

procedures of the lawyer’s professional business, … and the deficiencies 
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give rise to a reasonable apprehension that the quality of service to clients 

may be adversely affected.2 

An easy example of this in the non-digital world is your storage of closed paper files.  If you 

place them in a storage shed, you may need to ensure it is weather-proofed.3  Many law 

firms use shredders to ensure that documents that are no longer needed are destroyed.  

Your process should be clear to staff, who otherwise might assume that medical records 

with private information on them are fair game to be reused as scrap paper in their child’s 

kindergarten art class.4  

Your challenge with digital information and a wired world isn’t different from that in your 

paper-based, physical world.  The systems that you create in your law firm for document 

management – how things are filed, by whom, and who has access to confidential and 

private information – and for retention or destruction of that information can apply to both 

paper and electronic information.  The difference comes when you have something that is 

new – an employee needs a password to access a file, where before it was in a locked 

drawer – and how to adapt your processes to that new challenge. 

Supervision 

These duties extend beyond the individual lawyer and encompass a duty to supervise non-

lawyers who have access to confidential information.  Rule 5.01 outlines the duty for direct 

supervision:5 

(2) A lawyer shall in accordance with the By-Laws (a) assume complete 

professional responsibility for his or her practice of law, and (b) shall 

directly supervise non-lawyers to whom particular tasks and functions are 

assigned. 

A paper-based law practice can lock up any confidential or private documents to limit access 

by non-lawyers.  It can be relatively straightforward to train employees about what they can 

or can’t say in regards to client matters.  The wired, and increasingly wireless, world makes 

that harder.  Your staff need stronger passwords and are creating them on multiple systems, 

you are hiring consultants to fix your technology when it is broken, to store your 

information for business continuity, or to transmit your data securely.  This duty of 

supervision is now as distributed as your information is. 
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Protect Your Devices 
The wired world converts your single, physical file into multiple digital objects.  These 

objects are stored on digital memory in your laptop or desktop computer, your smartphone, 

your tablet, and your server computers.  In fact, there is a good chance that multiple copies 

of these objects exist:  backup versions, synchronized versions, e-mail attachments in 

multiple e-mail inboxes, and so on. 

One area to focus on is how you are protecting the devices on which you are storing this 

information.  Gone are the days when you can lock your office door and think that 

everything inside it is secured by that key.  However, locking your office can be an important 

component in securing your information. 

Physically Secure Your Hardware 

Everything is portable.  You may not use a laptop or a smartphone but your desktop can 

easily be picked up and carried out of your office.  One law firm was closed on a holiday and 

someone stole their server computer: 

One of my clients is a law firm.. on the 4th of July, someone broke into their 

office and stole the server as well as all of their computers.  Luckily they 

had  a good backup plan, so they didn't lose any data from the server. 

The problem is that a lot of private information like names, social security 

numbers , birthdays, addresses  (no credit card info!) was stolen.6 

You can physically secure your computers within your office.  If they are not intended to be 

portable, consider securing them either by placing them behind a locked door or attaching a 

security cable to them.  You can buy security cables at most office supply stores that will 

secure your computer, monitor, or printer to a physical piece of furniture. 

If you have a server computer in your office, it should be behind a locked door and should 

be inaccessible to most staff.  Keep it air-conditioned and away from water and other things 

that could cause physical damage.  But there’s no reason for it to be in the part of the office 

that is publicly accessible. 

Encrypt the Contents of Your Devices 

The portability of your information – whether the device was intended to be portable or 

not! – means that you should prepare for the possibility that it could be carried away.  

Encrypting your hard drive is the easiest method to ensure that, if your device is lost or 

stolen, the information on it is protected. 
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Some lawyers have the misconception that you only need to encrypt devices that are 

portable on purpose:  laptops and smartphones.  The problem is that, even if you leave your 

computer at home when you go on vacation, if it is stolen and unencrypted, you have 

potentially exposed client confidential and private information.7 

Encryption creates a secure wrapper around your information.  The software that manages 

the wrapper requires a password from you to remove the wrapping.  This decrypts the 

information so that you can use it.  When you are finished using it, you encrypt the 

information again. 

The tools for encrypting hard drives and other memory has gotten so simple that, for the 

most part, you provide a password when you turn on your device to decrypt and you turn 

off your computer to re-encrypt the contents.  There is no additional knowledge or technical 

skill involved.  But you have to turn on the encryption. 

Fortunately, there are plenty of options.  If your version of Windows does not offer Bitlocker 

or you don’t want to use your Macintosh’s FileVault, you can give Truecrypt a try.8  The 

choice comes down to whether you want to encrypt your whole hard drive or just part of it.   

I would recommend encrypting your whole hard drive because (a) partial encryption 

requires more management and (b) you may end up placing confidential data unwittingly 

outside the part of the hard drive you encrypted.  The only benefit to using partial 

encryption that you might consider is being able to move the encrypted container (it looks 

like a regular file) onto a USB flash or thumb drive.  But you could just as easily encrypt the 

USB drive and just drag files over to the decrypted container. 

Encrypting Your Web Activity 

Once you have encrypted your information on your computer, you can think about where 

else you place your client confidential and private information.  Even if you have not 

embraced cloud computing, you are almost certainly using the Web for your research or 

other activities. 

An easy example is Google search.  You may type in your client’s name, address, information 

related to their matter, and related keywords into the search box.  That information is 

transmitted, in most cases, over an unencrypted connection.  But Web browsers support 

encrypted connections using a technology known as secure sockets layer (SSL).  That means 
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that you can create an encrypted connection between you and the service you are using so 

that information isn’t visible to anyone who is snooping.9 

When you visit a site that supports an encrypted connection, it will usually change 

the Web site address in your location bar from: 

http://www..... to https://www....  

The additional “s” identifies the connection as secure.  You may have noticed this 

already if you do any banking online or have made any purchases on the Web. 

If you are encrypting the data on your computer, when you transmit or receive it 

across the Internet, and when it is stored remotely, you are reducing the opportunity 

for client confidential or private information to be inadvertently exposed. 

Passwords 
One of the most important ways to secure your digital information is to password 

protect it.  Passwords are used in encryption, to enable the opening or decryption of 

a document for example.  They can prevent access by requiring a password to access 

a computer or an application account.  Yet they tend to be a frequent weak point in 

the security perimeter people place around confidential and private information. 

Survey after survey finds that the most common passwords invariably include 

password as a top contender.10  There are automatic password generators that will 

spit out complex passwords.  Wolfram Alpha, a Web search engine focused on data 

has a password generator that allows you to specify the elements you want your 

password to have.11 

The surveys and the Wolfram Alpha tool highlight the difficulty with passwords.  If 

they are easy enough to remember, they are usually relatively easy to crack.  If they 

are difficult, they are hard to remember.  Your password doesn’t need to be 

impossible to crack; that’s probably not an achievable goal.  But it should be 

sufficiently strong to keep out any but the most determined crackers. 
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Passphrases 

One site looked at a more secure option – a passphrase, that combines more than 

one word into a password – that was made insecure by poor choices when creating 

the passphrase.  

If you are going to use a passphrase, select words that are not normally associated 

with one another.  One example the article above gives is “bedtime story” as the 

basis of a passphrase.  A better option would be something like “bedtime 

vernacular” or two other words that do not normally go together. 

You can test out whether your word pairing – and you don’t have to stop with two 

words – by surrounding them with quotation marks and doing a Google search for 

your potential passphrase.  “Bedtimevernacular” comes up with no uses.  That 

doesn’t mean a dictionary attack on your password would fail but it means you have 

found a mix that isn’t commonly used. 

Here’s another example.  You can take two words and make subtle changes to them 

to make the combination harder for an attack to be successful.  Let’s start with: 

apple and xylophone 

Once you combine them into a single passphrase (only 3 references on Google), you 

can start to change some of the letters into capitals: 

appLexyLophone 

If you capitalize the same letters, it can make it easier for you to remember.  You can 

also use character replacements to obscure the passphrase further, replacing the 

letter “o” for the number “zero” and the letter “a” for an ampersand: 

&ppLexyL0ph0ne 

Then you should test your passphrase.  This password would take more than a 

decade to crack.  Sites like Passwordmeter.com can help you to figure out where the 

weak points are in your password.  Another site that I use is called Passfault and it 

gives you a sense of how easy or hard your password would be to crack. 

Write It Down 

Yes.  Really.  I know people tell you not to write down your passwords.  I tend to go 

with the professionals though, like digital security expert Bruce Schneier.12  The 

problem isn’t that you write down your password.  If you write down passwords that 
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can give access to your bank accounts, confidential client information, and other 

important data, then you should protect them appropriately. 

At the very least, place them with other things that you value in the same way.  Your 

credit cards, your bank deposit lock box keys, that sort of thing.  You may only use a 

few passwords and can stick a yellow sticky note in your pocket with them on it.  If 

you have more than a handful, consider placing them in your office safe or a locked 

file cabinet. 

Another reason to write down your passwords is for business continuity.  If you are 

hospitalized, incapacitated, or die, someone may need to get access to your practice 

systems to ensure that your clients’ legal needs are met.  The more your practice 

relies on technology, the more likely someone will need to access your office 

computer, your Web-based e-mail account, or some other system with a password.13  

Of course, once you’ve secured your written passwords, make sure the people who 

will need access will know how to find them. 

Cloud Computing 
The latest frontier in lawyer use of technology is the shift to what is known as cloud 

computing.  This has unfortunately been a marketing term more than a solid definition and 

this flexibility in terminology has led to a great deal of confusion.  The National Institute for 

Standards and Technology has released a clear definition of what cloud is.14 

Whether your firm is engaged in hosted systems – your computer, your software, hosted at 

someone else’s site – or cloud – your data, someone else’s software, server, and site – is 

almost immaterial.  Your obligations are very similar once your confidential and private 

client data is being managed by someone else. 

There are a number of factors you need to understand when selecting a cloud or hosted 

service provider.  Many of these relate to your expectations of business continuity.  You 

should also understand how your confidential information is secured. 

You already know what these are.  They are the same fundamental issues you have 

addressed in your office:  access, encryption, and authentication. 
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Access 

Who can physically access the servers on which your information is stored?  Who can see 

the information?  These are pretty straight forward questions to ask or understand.  Some 

cloud providers will be explicit about this – the cloud file synchronization site Dropbox is a 

good example – and others you may need to ask about. 

Dropbox’s security policy is part of their privacy policy and outlines who can see what:15 

Dropbox employees are prohibited from viewing the content of files you 

store in your Dropbox account, and are only permitted to view file 

metadata (e.g., file names and locations). Like most online services, we 

have a small number of employees who must be able to access user data 

for the reasons stated in our privacy policy (e.g., when legally required to 

do so). But that’s the rare exception, not the rule. We have strict policy and 

technical access controls that prohibit employee access except in these rare 

circumstances. In addition, we employ a number of physical and electronic 

security measures to protect user information from unauthorized access. 

This is probably pretty similar to how you would set up your own internal system.  Some 

people have access to pretty much anything, but, following the principle of least privilege, 

most people can only access what they need to access. 

It is worth keeping in mind that you may be creating additional system files related to your 

content that you might not 

Encryption in the Cloud 

This has two components.  First, the cloud provider or hosted system should enable you to 

encrypt your information.  It is more likely that a law firm will have a computer physically 

carried out of its space than a dedicated server farm will, but you want to make sure your 

content is inaccessible in case it happens.  In the event that someone is able to get through 

your remote provider’s security, encryption wrapping your data should protect it. 

Your cloud service should provide an encrypted connection – using https – to secure your 

transmission and receipt of confidential and private information.  If you are concerned that 

your information may be decrypted by your cloud provider without your knowledge – 

whether someone internally breaches a policy or someone externally cracks their system – 

you can pre-encrypt your content before placing it into the cloud. 

Pre-encryption isn’t always possible.  In some cases, the data is stored in a secure database 

or something and only exists on the remote server.  You have to rely entirely on the 

encryption solution of the provider.  In some cases, like the 6 million password breach at 
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http://www.lsuc.on.ca/assets/0/2147484067/2147484068/2147484069/28ca1261-c6bf-4f71-9d00-52aada45cddd.mp3
http://www.lsuc.on.ca/assets/0/2147484067/2147484068/2147484069/28ca1261-c6bf-4f71-9d00-52aada45cddd.mp3
http://www.lsuc.on.ca/assets/0/2147484067/2147484068/2147484069/cfdd5f8a-df3a-4d5f-b31c-ad12823d3665.mp3
http://www.lsuc.on.ca/assets/0/2147484067/2147484068/2147484069/cfdd5f8a-df3a-4d5f-b31c-ad12823d3665.mp3
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LinkedIn or the exposure of millions of social security numbers in South Carolina, people’s 

assumptions of how the encryption of their private data was incorrect. 

If you are using a cloud file synchronization service, like Dropbox or Box.com or Sugarsync, 

you can encrypt files before they are synchronized to the cloud.  Tools like Spideroak, 

Secretsync,  or Cloudfogger work with both desktop PCs and tablets to encrypt files before 

they are uploaded to the remote file storage site.16 

The services that are least likely to encrypt tend to be focused on consumers rather than 

businesses.  Even the cloud computing sites that serve businesses will often have a free 

version for consumers.  Don’t use it.  It is nearly always worth paying the $5 a month or 

whatever the fee is to get the encryption and other business continuity benefits that 

inevitably come with the business or enterprise-oriented version of the service.  This is 

usually referred to as the freemium model – a free version and a premium one – and I can 

see a point at which it becomes unreasonable, from a professional perspective, to use free 

versions when the premium ones better protect client confidentiality and privacy. 

Authentication 

Passwords again.  If your online passwords are weak or, as in the case of LinkedIn not 

properly secured, it doesn’t matter if your data is encrypted or not.  The password is the 

access key to your information and it should be strong and kept securely.  The challenge in 

the cloud is that your accounts may be linked together.  One weak account or password can 

therefore create an opportunity for someone to access another account. 

A high profile example of this happened in 2012 when a journalist had his Google Mail 

account accessed and content in other online accounts deleted.  Google wasn’t the main 

problem, though.  The crackers grabbed information from his Amazon account – offline, 

initially, using a phone call to customer service – that they were then able to use to access a 

wider number of his online accounts.  Increasingly our accounts are daisy-chained together. 

This is where your supervisory role comes into play too.  You and your staff will have online 

accounts.  You need to ensure that their passwords are as secure as yours are, and that the 

accounts that they manage on your behalf – like the office coffee ordering site, for example 

– do not create the weak link in your firm’s online security. 

Communication 
We like to think that we have a handle on the most obvious opportunities to inadvertently 

disclose our client’s confidential information.  We warn staff not to talk about matters with 

                                                      
16

 Secretsync is for PCs only:  Windows, Mac, and Linux.  Cloudfogger works with Windows, Mac, iOS, and 
Android.  Spideroak has the broadest coverage, including Windows, Mac, and Linux PCs as well as Android and 
iOS portable devices.  They are also going to be adding Windows Mobile and Blackberry support.  

Turn on two-

step 

verification 

for Google 

accounts 

What our 

gadgets 

communicate 

on their own 

http://www.pcworld.com/article/257045/6_5m_linkedin_passwords_posted_online_after_apparent_hack.html
http://threatpost.com/en_us/blogs/south-carolina-data-breach-casts-spotlight-lack-encryption-stolen-credentials-103112
http://www.dropbox.com/
http://www.box.com/
http://www.sugarsync.com/
http://spideroak.com/
http://getsecretsync.com/
http://www.cloudfogger.com/
http://en.wikipedia.org/wiki/Freemium
http://www.pcworld.com/article/257045/6_5m_linkedin_passwords_posted_online_after_apparent_hack.html
http://www.wired.com/gadgetlab/2012/08/apple-amazon-mat-honan-hacking/all/
http://www.wired.com/gadgetlab/2012/08/apple-amazon-mat-honan-hacking/all/
http://en.wikipedia.org/wiki/Daisy_chain_(information_technology)#Computer_hardware
http://support.google.com/accounts/bin/answer.py?hl=en&answer=180744
http://support.google.com/accounts/bin/answer.py?hl=en&answer=180744
http://whengadgetsbetrayus.com/
http://whengadgetsbetrayus.com/
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their families.  And yet technology challenges even this most fundamental rule of law 

practice. 

Think of the last time you were outside the office and saw someone talking on a wireless 

phone.  It was probably relatively recently and it may be at least that recently that you can 

remember overhearing a conversation that perhaps you shouldn’t have.  It’s not a matter of 

eavesdropping.  Whether it is a feeling of increased noise around you, or of a poor wireless 

connection, it is common to find yourself speaking loudly on a phone.  In your office, that 

has little impact.  At the courthouse, on the train commuting home, a loud conversation 

that discusses details may reveal far more than you intend to. 

Modifying our behavior and modulating our voices is one step.  Our devices are sometimes 

sending out additional information, though, that may expose information we hadn’t 

intended.  One of the most frequently shared is your location. 

This is a feature that can be turned off in your mobile device both on iOS and Android 

devices.  If it isn’t, you can find your location information attached to the metadata about 

what ever information you send.  This could be an update to your Facebook or Twitter social 

media account to announce that you’ve been retained by a new client.  If you send the 

message from your smartphone while you’re standing in their lobby, your location will 

disclose where you are.  This is a small, and relatively meaningless, example but it shows 

how your device may be sharing information about your activities without your awareness. 

Sometimes we cause our own inadvertent disclosure.  E-mail seems to be the most common 

cause, where a message intended for one person is mistakenly sent to another.  If you are 

sending information that is confidential, address the e-mail after you have completed 

writing the message.  That way you can get into the habit of confirming the correct recipient 

before sending.  Some people recommend turning off your e-mail application’s auto-

complete address function.  This can also help to make sure you have selected the correct e-

mail address. 

New technologies often grab our attention – and concern – and we forget that it’s 

sometimes the most basic, which we use every day, that require the same attention.  Ensure 

that the systems and procedures you use in your office are in order and extend that same 

care to your activities outside the office.  They may be in the cloud or they may be your 

voice conversations over your smartphone.  Wherever you use client confidential and 

private information, you should be cognizant of who you are sharing it with and how you 

have taken steps to secure it. 

  

Paper on US 

lawyer 

ethical 

obligations 

and 

inadvertent 

e-mail 

Law 

Society 

podcast on 

wireless 

security 

http://en.wikipedia.org/wiki/Metadata
http://en.wikipedia.org/wiki/Metadata
http://www.jdsupra.com/legalnews/ethical-obligations-regarding-inadverten-47571/
http://www.jdsupra.com/legalnews/ethical-obligations-regarding-inadverten-47571/
http://www.lsuc.on.ca/assets/0/2147484067/2147484068/2147484069/b0d46927-74e2-4b73-a3e6-80ef77c83709.mp3
http://www.lsuc.on.ca/assets/0/2147484067/2147484068/2147484069/b0d46927-74e2-4b73-a3e6-80ef77c83709.mp3
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