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Let’s assume you’ve already answered the threshold question:  do I want to put part of my law 

practice into the cloud?  Even if you haven’t already made that choice, we’ll assume that you 

are interested in the benefits and drawbacks of the cloud.  Read on. 

Cloud computing is a multi-layered technology delivery method.  In general, when we say 

lawyers use the “cloud” we mean they use that layer known as “software-as-a-service” (SaaS).  

You are connecting to a site on the Internet, using your Web browser or other software, and 

using their software interface to get work done.  This might be answering an e-mail in Google 

Mail, scheduling discovery in your practice management system, or uploading a file to Dropbox. 

The other layers of the cloud – all of which use the naming convention “as-a-service” – are only 

important to your law practice to the extent that they are building blocks.  Software-as-a-

service is the top layer of the cloud – think of it as the silver lining! – and there may be limits 

placed on a SaaS provider based on other layers on which they themselves rely. 

Where the Professional Rules and the Cloud Intersect 

Step 1:  check the rules. 

The rules don’t discuss the cloud.  A number of jurisdictions have commented on practicing law 

in the cloud.  In most cases, a regulating body issued an ethics opinion.1  The opinions – and the 

informal guidance given by some other jurisdictions – have tended to focus on a couple of basic 

points: 

 Lawyers need to act reasonably, for example, to  ensure confidentiality and to 

understand the scope of their cloud provider’s services; 

                                                      
1
  Only U.S. bar associations have issued ethics opinions:  AL, AZ, CA, FL, IA, ME, MA, NH, NJ, NY, NV, NC, OR, PA, 

VT.  For an excellent summary of all but the Florida opinion (to be finalized in June 2013), visit the American Bar 
Association’s Legal Technology Resource Center:  http://bit.ly/YEIbqn .    

 
There are also guidelines written in 2012 available from the Law Society of British Columbia < 
http://bit.ly/17XFkvr   > as well as a January 2013 13-page checklist < http://bit.ly/100LEkf >, and, also from 

January 2013, New South Wales (AU) Office of the Legal Services Commissioner  practice guidelines < 
http://bit.ly/12ps5lk  > 

http://bit.ly/YEIbqn
http://bit.ly/17XFkvr
http://bit.ly/100LEkf
http://bit.ly/12ps5lk
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 Lawyers need to act competently, in areas like periodically reviewing the service, 

updating passwords, and discuss use of technology with their clients at engagement. 

In other words, they have tended to reinforce existing professional obligations.  These are 

obligations lawyers already have for technology inside their office.  In fact, an investigation into 

using a cloud provider can give you a good opportunity to contrast it to your current systems. 

What the opinions have raised is an interesting discussion about lawyers’ responsibility to 

understand and stay educated on the technology they use.  They aren’t suggesting that lawyers 

need to become conversant with the intricacies of software and hardware.  Rather, like a food 

or garbage disposal unit in your sink, you understand how it works and you also know what not 

to put in it.  Someone else may have installed it for you and a third company may be 

responsible for its service warranty.  But your understanding of its workings should run at least 

as far as knowing what happens if you put a finger or a knife in it while it’s operating.  There 

seems to be a trend towards expecting lawyers to understand the impact their technology will 

have on their practice and be responsible for awareness.  But this is still just peeking over the 

horizon. 

Review Your Current Set Up 

This paper – and session – is about the cloud.  But let’s talk about your office technology first, 

because the themes overlap with cloud computing and can give a more familiar framework for 

the cloud. 

Step 2:  get your non-cloud house in order 

There is no standard for what “reasonable” and “competent” means in the cloud, any more 

than there is for your desktop PC.  There are some things that, after they happen, suggest 

themselves: 

 Make sure your data is encrypted, or your laptop, when stolen from your house while 

on holiday, might lead to inadvertent disclosure of client confidential data;2 

 Don’t post documents to online sites that are accessible by others unless you 

understand what their access is and can supervise or otherwise control it;3 

                                                      
2
 Lawyer’s failure to encrypt laptop breached data protection laws, Solicitors Journal, November 16, 2011 < 

http://bit.ly/13thffe  > 
3
 Lawyer who posted confidential material caught up in police sting, Ottawa Citizen, December 6, 2012 < 

http://bit.ly/19jrthR [Google cached copy] > 

http://bit.ly/13thffe
http://bit.ly/19jrthR
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 Understand how your systems work, so that you don’t accidentally a message to 

someone you shouldn’t.  Clicking the “recall this message” button won’t save you, but 

there may be ways to use the systems in a way that help you to manage your risk.4 

Step 2a:  make sure you have strong passwords 

This is fundamental.  Password attacks are getting more powerful and your passwords need to 

be stronger too.  This includes your desktop PC, your internal software applications, and 

hardware like your firm’s wireless router.  Test your passwords using Passfault.com or 

Passwordmeter.com to see if they’re as strong as you think they are.  Use passwords on your 

smartphone and tablet as well. 

Step 2b:  turn on your operating system’s built-in disk encryption 

Business versions of Microsoft Windows and the latest Apple Macintosh OS have built-in disk 

encryption.  For everything else, download the free Truecrypt app and encrypt your data.5  If 

you are storing data on your smart phone or tablet, turn on its built-in encryption or download 

an app to help you.  

Step 2c:  review your service level agreements 

You may hire someone to help you with your office technology.  As you know, you have a 

professional obligation to supervise that person, whether they are an employee or an 

independent contractor.  Let’s say you have a technology consultant who helps with upgrades, 

purchasing new hardware, and so on.  Your contract with her outlines the services she’ll 

provide, things like: 

 Monthly scheduled maintenance for routine software upgrades; 

 24 hour response time in the event of an important security upgrade; 

 3 hour response time in case of an emergency, staff available by cell phone. 

Whatever your expectations are, they should be documented so that you know what to expect 

in case of need.  It can also help you understand what your role is, if any, in maintaining 

systems. 

                                                      
4
 Director’s ‘reply all’ email discussing firing of employee leads to lawsuit, Toronto Star, May 7, 2013 < 

http://bit.ly/166lGjs  > 
5
 Truecrypt is a free download for Windows and Mac:  http://www.truecrypt.org.  Windows Bitlocker and Apple 

Filevault II are in the latest versions of Microsoft and Apple operating systems, respectively. 

http://www.passfault.com/
http://www.passwordmeter.com/
http://bit.ly/166lGjs
http://www.truecrypt.org/
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Step 2d:  review what you discuss with your clients 

There is a difference of opinion on whether or not you need to tell your clients how you are 

handling their information.  As one commentator said: 

I’m not required to obtain client approval to conduct research on LEXIS or 
Westlaw even though it’s conceivable that someone could hack into my 
account and discover certain search strings that give away my strategy.  I’m 
not required to seek my clients’ consent to store unencrypted information on 
my computer or use a certain type of lock on my office door or to leave the 
cleaning service in my office unattended.  All of these practices that I’ve listed 
can potentially compromise the confidentiality or security of client 
documents or property (in the case of bank accounts). 6 

If you decide to inform your clients about your use of technology with their data, you can 

explain to them what you are doing and how they can opt out, if you wish to allow them to do 

so. 

Some lawyers warn their clients about their use of e-mail and possible susceptibility to viruses 

and malware: 

While we use standard virus checking software, we accept no responsibility for 

viruses or anything similar in any emails or any attachments which come from 

[us]. We also do not accept any responsibility for any changes to, or interception 

of, any email or any attachment after it leaves our information systems. 

Others discuss files: 

You agree that we can keep your files in electronic form. 

A very few even discuss storage on internal and remote servers and acknowledge that those 

servers may not be in the same country as the firm or client: 

You explicitly consent to the transfer of all materials, data, information and 

content relating to your business … into and out of any such jurisdictions. 

Clients may decide they aren’t comfortable using electronic communications: 

Please let us know if you do not want us to communicate electronically with you. 

                                                      
6
 The Bar Associations Have Their Head in the Clouds When it Comes to the Ethics of Cloud Computing, Carolyn 

Elefant, MyShingle.com, July 12, 2012 < http://bit.ly/ZV3ku7 > 

http://bit.ly/ZV3ku7


 

5 A Step-by-Step Guide to Getting Your Law Practice to the Cloud | David Whelan  |  May 2013 
Get Your Head and Practice in the Cloud | LSUC Solo and Small Firm Conference 2013 

 

You may also want to warn them if they are likely to use e-mail or other systems to 

communicate with you that can be accessed by a third party, like an employer or spouse.7  Your 

approach to the cloud will need to fit in with your current language in your retainer agreement 

or engagement letters. 

Where Does the Cloud Fit? 

Finally, you have reviewed your internal technology and now it’s time to look at the outside.  

Sure, the cloud sounds great and all.  But you aren’t going to move your whole practice into the 

cloud – no-one does.  There is always some offline component, even for the most aggressive 

cloud hugger.  The next step is: 

Step 3:  identify the problem you’re trying to solve with the cloud 

What are you trying to do?  Become more mobile?  Backup your files more effectively?  Adopt a 

large piece of software to manage your bank accounts?  Once you know what you’re trying to 

do, then you can figure out whether there is a good option in the cloud and whether it’s the 

best option for you. 

Here’s an example:  I want to get access to my client files while I’m away from the office.  It’s 

clear to see how that could potentially make a lawyer more productive and create a lot of 

flexibility.  But there are a variety of ways to handle this: 

  

                                                      
7
 The American Bar Association issued a formal opinion regarding third-party access which, having no impact on 

Ontario, can at least give some additional clarity for what some people consider reasonable:  
A lawyer sending or receiving substantive communications with a client via e-mail or other 
electronic means ordinarily must warn the client about the risk of sending or receiving 
electronic communications using a computer or other device, or e-mail account, where there is 
a significant risk that a third party may gain access. 

Formal Opinion 11-459, Duty to Protect the Confidentiality of E-mail Communications with One’s Client.  < 
http://bit.ly/10u0CLd > 
 

http://bit.ly/10u0CLd
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Your files never have to leave your computer or personal media for most of these examples.  A 

personal cloud service like Tonido just provides a way to access files sitting in your office.8  Just 

like a virtual desktop, Web-based-but-not-cloud service like GotomyPC, you are connecting in 

to your office remotely.9  You need to ensure that your username and password is secure and 

strong.  You probably want to also consider keeping track of when someone accesses your 

system remotely, to make sure it was you. 

Step 4:  will a cloud service work for me? 

You – or your client - may not be comfortable putting files in the cloud on a service like 

Dropbox.  You can contrast what you know about the service with what you know about your 

own practice: 

 Placing files in the cloud gives me the option to use them from there.  I retain a copy on 

my PC(s) through synchronization.  Changes are reflected in both places, no matter at 

which location the change is made.  This means I can access them without the Internet if 

I have to.  What happens to my files on my desktop if my computer crashes or is 

unavailable? 

 Files transmitted to and from major cloud storage services are encrypted.  If I email or 

transmit files to myself or others, are they encrypted? 

 Files stored on major cloud storage services are encrypted.  Is my hard drive encrypted?  

Do I encrypt portable media when I carry my client files outside my office? 

                                                      
8
 Tonido Personal Cloud:  http://www.tonido.com  

9
 GoToMyPC.com:  http://www.gotomypc.com;  LogMeIn is another common application for this:  

http://www.logmein.com  

http://www.tonido.com/
http://www.gotomypc.com/
http://www.logmein.com/
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I apologize if that seems skewed to cloud file storage over local file storage, because cloud is 

not always the right answer.  This process should really be one of comparison.  If there aren’t 

benefits to using the cloud, then you should stick with other options. 

Step 5:  change your mind and don’t “just try it to see” 

The cloud is geared around eliminating the friction in your use of a service.  It is easy to sign up 

for a trial – no software to install – or to get a permanent free account.  It can be more difficult 

to leave once you’ve created an account – and get rid of whatever you’ve uploaded – than it is 

to create the account in the first place. 

The lack of friction – visit site, click to register, enter a couple pieces of personal information, 

start using it – can also mean that you do a lot of testing prior to adoption.  This is a great idea, 

but keep in mind the amount of time you spend on the sites you aren’t going to adopt.  Like a 

world full of Youtube cat videos, you may find yourself looking for a solution by jumping from 

one competitor to another and finding only insignificant comparison points. 

Do your research in advance.  Find some online reviews – a good sign that a cloud provider has 

matured to the point that you’d want to use it for your law firm is that someone has written 

something about it.  Pick a couple of potential services that seem to fit how you practice – 

search for screenshots of the service.  Block time out of your calendar and sit down and put 

each one through the paces. 

Step 6:  is it a “fixer upper”? 

It’s time to look under the covers if you’ve gotten this far.  You’ve identified a problem, you’ve 

identified a potential cloud service that fits the bill.  Now you need to understand more about 

this company. 

This is where you decide whether the company is one you want to entrust with an element of 

your law practice.  It is also where cloud computing for lawyers tends to bog down into an 

unbelievable mire of details.  It is not to say these details may or may not be important.  The 

challenge is that many of them are only theoretically within the control of the lawyer. 

Remember when you reviewed your office technology (see 2a – 2c above, on page 3)?  The first 

thing to do is to apply the same basic scan to the cloud: 

 How do they handle passwords?  Ask them.  The number of sites that have lost 

passwords in the last 12-18 months is staggering.  Worse, those sites aren’t doing what’s 

known as “salting” and “hashing” the passwords.   You don’t need to know what that 
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means.  But ask them whether, if they were to experience an attack like LinkedIn, how 

long would it take the intruder to learn your password? 

 How do they handle encryption?   You can ask them this too, but the sales terminology 

is all over the board.  “We use military grade encryption.”  “We use bank grade 

encryption.”  Find out how many bits of encryption they use (128, 256, higher is better) 

and Google it and see if that makes you feel confident. 

 Are your files or data encrypted when you send, receive, or store them?  The answer 

should be yes to all three. 

 What is their service level agreement (SLA)?  Your technology consultant has told you 

when she will respond and what services she provides.  Ask the cloud provider the same 

things.  What happens if their system crashes, when do their upgrades occur, what 

guarantees do they  give you around their availability? 

 

If it is a consumer cloud product, like Google Mail or Microsoft Skydrive, you may not be 

able to ask someone.  In general, if you aren’t paying for it, you should expect a lower 

level of service.  Users of Google Apps for Business or Microsoft Office 365 will get 

guarantees of availability, encryption, and other services. 

 

Sometimes they are part of the terms of service but by now you’re probably speaking to 

a sales person, so you can ask them specifically.  My favorite online terms of service 

come from a legal practice management company, Logicbit Software Corp., the 

developer of Houdini Esq.  Their online terms of service is right out there for everyone 

to see and it has (a) a hardware replacement SLA, (b) a network uptime SLA, and (c) a 

response time SLA (30 minutes).10 

 

A good service level agreement and terms of service will also spell out your 

responsibilities:  who gets to use your account and password, your payment obligations, 

and so on. 

 Who can access your information?  You still have a duty to supervise, even in the cloud.  

Just as watching over your technology consultant’s shoulder is probably more creepy than 

informative, you won’t necessarily know what the cloud provider is doing.  Understand who 

has access to your data – someone has to work on the software and hardware, for example 

– and whether anyone can bypass the encryption they are using.  For example, names of 

files stored on Dropbox can be visible to staff, even the file contents aren’t, and Dropbox 

                                                      
10

 LogicBit Software Corp’s Terms of Service for Houdini Esq:  http://bit.ly/17m1NVq  

http://bit.ly/17m1NVq
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warns that not all mobile devices support encrypted transmission, even though Dropbox 

itself supports it.11 

This isn’t a comprehensive list.  A more fulsome list wouldn’t necessarily help you to make a 

better choice.  Think of the impact the cloud service will have on your practice.  The greater the 

impact, and the more confidential and private information you store in it, the more questions 

you may want to ask.  You should be doing at least as much in the cloud to manage your law 

practice information, and confidential and private client data as you do in your office.  That is 

an excellent place to start. 

Even in some of these broader areas there are nuances, but most of them don’t matter.  A good 

example is the use of so-called social logins.  You create an account on Google Mail and now 

you have a Google account.  You go to another cloud provider and, instead of registering and 

creating a new account with them, you log in using your Google account.  If the cloud provider 

is smaller, perhaps with fewer resources than Google, you might trust Google more with 

protecting your password than you would with this smaller provider.12    But it’s not wrong to 

use a provider’s log in functionality. 

Some providers are aware of the increasing security concerns people have as they move more 

of their personal and professional lives into cloud-based services.  You will hear that some offer 

two-step authentication.  It is not common now although it may grow if there continue to be 

large profile intrusions. 

Step 7:  Is it Reasonable?  Is it Competent? 

Here’s the rub.  You’ve gotten this far, you’ve asked your questions, you’ve reviewed checklists.  

Is it reasonable?  Are you being competent?  Just as with most of your use of technology in your 

law practice, regulators have probably never definitively said yes or no.  You need to use the 

same good judgment you’ve used in the past. 

Start with the smell test.  If something smells wrong, then take heed of the warning.  For 

example: 

 “Your use of our cloud service is on an as-is basis.” 

 “We’re still in beta – and I’m still in college, doing this as a part time job.” 

                                                      
11

 Dropbox Security Overview < http://bit.ly/17XFLGn > 
12

 If you’re curious, do a Web search for “OpenID” to learn more about how this works. 

http://bit.ly/17XFLGn
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The reality of the cloud environment is that it has enabled a huge amount of experimentation 

and development for people who make software as much as for people who use it.  The lack of 

friction that benefits you benefits people who are creating tools with you in mind. 

If you’ve got time to help a developer out and take a look at a beta product or use an as-is 

service and give them feedback, that’s terrific.  But if the product’s disappearance or lack of 

availability will have a negative impact on your practice, it’s not a good solution for whatever 

problem you’ve identified. 

Five years ago or so – when Google was still in its multi-year beta testing phase – there were a 

lot of lawyers who got on the cloud and used free services.  No one has ever said that was 

unreasonable or incompetent.  As times change, though, and we see paid versions come out 

and significant differences between the free and fee-based services, your own perception of 

what’s reasonable may alter.  Is it reasonable to pay $5 a month to have more availability, more 

business continuity, access to a support phone number?   

My guess is that, at some point, the hidden costs – downtime, information sharing with third 

party marketers, etc. - of some free services will make them unreasonable as a place from 

which to run part of a law practice.  You do not need to be a technology expert to understand 

that paying $60 a year for a service that is integral to your practice may be more reasonable 

than relying on a free version of that service. 

If you decide to put part of your law practice in the cloud, your approach should be the same as 

it is when selecting and implementing technology for your physical office.  The challenges are 

the same, they just look different.  They are creating a heightened sense of awareness about 

things we should already be doing in our offices to protect confidential and private data.  

Technology is a cornerstone of how most lawyer practice and, as a critical business tool, you 

should make business-like decisions when considering cloud computing.  That they are 

complicated by your lawyer hat is just a fact of modern law practice. 


