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You are starting a law practice and have spent years learning how the legal system works.  Now 

you need to figure out how to operate your practice within that system.  Your effectiveness as a 

lawyer will depend on your ability to manage the relationships, information, money, and time 

involved.  Technology can play a role in supporting this success. 

There is a bond between a lawyer and practice technology that is important to understand up 

front.  Like any relationship, using technology takes work.  You need to decide how much of a 

commitment you are willing to make to adopt a particular tool.  Unused shelfware and gadgets 

that complicate rather than simplify your practice will drain you of resources better spent 

elsewhere. 

Your bond with your technology is also not necessarily the same as any other lawyers’.  There 

are many tools that we all use but how you use them will be distinctive to how you practice.  

The same goes for the type of devices – phone, tablet, PC – you use.  Just because an app is 

labeled “the best” or “must have” for lawyers doesn’t mean it’s a good fit for your practice 

area, jurisdiction, practice setting, etc. 

The Essentials 

For decades, law office technology was defined by a very narrow set of technologies.  Typically, 

they revolved around Windows PCs and Microsoft Office.  While there are many aspects to the 

business of a law practice, most technology use focused on the creation of documents and 

communication. 

The emergence of cloud computing and the growth in Web-enabled resources has weakened 

that narrow environment.  You will still need something with which to create documents and 

manage your work product.  Communication is also one of the key functions you will use 

technology for in your practice.  But you have far more choice in the types of hardware and 

software you use. 

The American Bar Association’s annual survey found only 2% of lawyers using Macintosh 

computers in 2007.1  By 2013, 8% of respondents were using Macintosh desktops.2  That’s still 

greatly eclipsed by the dominance of computers running Microsoft’s Windows operating 

systems but it reflects a greater flexibility for lawyers in choosing hardware. 
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In fact, where in the past a Microsoft-centric software environment might have driven your 

choice, you can now pick the hardware that best suits your practice and work out the software 

later.  Microsoft has enabled this itself by shifting its document format (.docx) to an openly 

accessible one.3  This means that lots of word processors, both on PCs and on tablets, can open 

and save files in a Microsoft compatible format, which remains the common document format 

for the legal profession. 

The cloud has also impacted core law office technology.  Microsoft’s Office 365 enables you to 

work entirely on their servers regardless of your hardware.  If you don’t want to use Microsoft 

Word in the cloud, you can put your law firm on Google’s Apps for Business.  Or Zoho.4  There 

are multiple choices for office productivity suites in the cloud that can easily be integrated into 

a law practice. 

Hardware:  Will You Be Mobile? 

Most lawyers still use a desktop PC – frequently from Dell or HP – running Windows.  There has 

been significant growth in the use of laptops, even at large law firms.  The 2013 International 

Legal Technology Survey reported that, while 35% of firms had 10% or fewer lawyers using 

laptops, 21% had over 90% of lawyers using laptops.5  The ABA’s 2013 survey found that 41% of 

solos used a laptop as their primary computer; 67% of respondents in firms with more than 500 

lawyers did.6 

Your decision to use a laptop or desktop has more to do with how you plan to work.  If your 

practice requires you to work out of the office, a laptop may be suitable.  What used to be an 

either-or decision is now made more nuanced with the availability of tablets.  If, for example, 

you primarily want to read email or markup documents, you might leave your desktop PC at the 

office and use an iPad while at home or in court. 

PC hardware is a commodity.  Rather than worrying about whether your device has the 

requisite amount of hard drive space or speed, set a budget.  There is no reason to spend more 

than $1,000 for any computer.  Laptops will nearly always be more expensive than the 

equivalent power in a desktop PC.  Whatever you purchase, plan to upgrade again in two or 

three years and budget for it so that your main computer doesn’t become a drag on your 

productivity. 

The more you rely on the cloud – which is primarily accessed through a Web browser – the less 

power you will need and you can purchase adequate hardware for $500.  You might even 

consider a Chromebook if you use Google’s Apps for Business, which often run less than $300 

and are optimized for the cloud.7  Many lawyers find using multiple monitors helps their 

productivity and, at $150 or so per monitor, it is an easy investment to make.8 



Tablets trail laptops in adoption by lawyers but that’s hardly surprising, since they didn’t really 

exist until 2010 with the first Apple iPad.  They remain a tool primarily for consuming 

information – reading e-mails and documents, current awareness – rather than becoming a 

laptop replacement.  A survey of corporate counsel in 2013 found that the top uses were:  e-

mail, document viewing, text messaging, calendaring, and maps.9  This is almost exactly what 

the ABA’s 2013 survey found.10  Contrast that with the top 5 in the ABA survey for laptop users:  

e-mail, Internet, document creation, calendars and contacts.11 

Law firms have been primarily Apple iPad adopters but Android tablets are gaining ground.  This 

change has followed calming of Android security fears and emergence of leaders like HTC and 

Samsung developing large groups of compatible products.  Your choice of an Apple or Android 

device will most likely turn on your practice needs. 

Legal technology companies tend to develop apps for the iPad.  In some cases, like with Lit 

Software’s TrialPad, it will only be available for the iPad.  If you are a litigator, you are most 

likely going to want an iPad.  But transactional lawyers who rely on Web-based resource or 

broader business apps like Evernote or Microsoft OneNote will be able to find apps on either 

Android or iTunes app stores. 

Tablets:  Does Size Matter? 

Yes.  While tablet use has exploded, and we’ve seen the unfortunately named phablets (phone 

+ tablet) appear, you really need to know whether you are just going to consume information 

or whether you are planning to create it.  The smaller the device, the more limited your ability 

to create. 

Tablets and smart phones come with a standard – or stock - on-screen keyboard.  You can also 

purchase covers and add-on physical keyboards that connect using Bluetooth (a limited reach 

wireless technology).  Android users can replace their stock keyboard app to input in a variety 

of ways. 

Explore some of the different keyboards to see if they are better for you to use than the on-

screen keyboard that comes with your device.  One of my favorite Android keyboard apps for a 

phone is Thickbuttons.12  The buttons get larger or smaller depending on the likelihood you are 

going to press them, which is a bit more forgiving than some normal onscreen phone 

keyboards. 

Others swear by keyboards like Swype or SwiftKey.13  These apps allow you to draw your finger 

across the letters in your word, rather than to tap each one.  When added to predictive word 

suggestions, it can be a fast way of typing.  The Samsung keyboard offers a similar swipe 

feature. 



These sorts of keyboard tweaks highlight one of the input challenges.  A split keyboard assumes 

you’re just typing with your thumbs.  Now, you may be all thumbs at typing but even with a 

normal add-on keyboard, the best touch typists will find the on-screen lack of response to be 

slower than an external keyboard. 

A Tablet with a Keyboard ≈ Laptop 

The question to ask when considering an external keyboard:  are you better off with a laptop 

than a tablet + keyboard?  I find external keyboards to be easier to type on than on-screen 

keyboards but it’s still a sight less optimal than a laptop’s full size keyboard.  If you are planning 

to do a significant amount of typing, even a tablet and keyboard may not be right for the job.  

While tablets are growing as a mobile lawyering tool, they won’t be the tool you need for every 

situation. 

Software 

The easiest software purchase is to get the latest copy of Microsoft Office.  Microsoft Word 

formatted documents dominate the legal world and there are specific features in Word that 

focus on legal functions, like Tables of Authorities.14  You can even get free e-books on how to 

use Microsoft Office as well as ABA books written for how lawyers use the products.15 

Easy isn’t always right, though.  The first thing to distinguish is whether you want the software 

to live on your device – PC, laptop, smartphone, tablet – or whether you are comfortable 

having it live in the cloud.  Some applications can be in both places and others only live one 

place or another. 

Word processor and office suite.  Microsoft Office remains the leader here.  You can 

install it on your device as well as using the Office Online apps (formerly known as Office 

Web apps) when you are away from your computer.  The Online apps are free so you 

can use them whether or not you purchase Microsoft Office.16   

It’s not just Word, though.  Microsoft Excel, a spreadsheet, is useful for managing 

numbers and creating trial presentation visuals. 17   Powerpoint can be used for 

presentations but is also helpful at just creating a visual representation of information 

and relationships.18 

Google Apps and Zoho Docs are cloud-based alternatives.  Libre Office and Open Office 

are two of the better known alternatives that you can install on your device.  All four 

have a word processor, spreadsheet and presentation tool. 

E-mail, contacts, and calendar.  Many lawyers like Microsoft Outlook so if you want to 

use that, make sure it is included in the license for Microsoft Office you purchase. 

Microsoft’s cloud option, Office 365, can also provide an e-mail server called Exchange if 



you don’t have one for your firm.  There are many cloud-based e-mail  options, including 

Google Mail as a part of Google Apps for Business, or Outlook.com as a part of 

Microsoft’s free Onedrive and Office Online apps. 

Outlook is a pretty powerful e-mail application, though.  There are alternatives like Inky 

or Mozilla’s Thunderbird that work well as standalone e-mail software.  They can 

manage your contacts but lack the integrated calendaring.  You will also want to make 

sure whatever e-mail application you use can synchronize to your mobile devices. 

Money.  You need to manage your firm’s money.  Your choice for financial 

management, whether Intuit’s Quickbooks or Sage One or a similar accounting package, 

may depend on who is handling your books.   If you hire an accountant or bookkeeper, 

they may have a preference or recommendation on what to use.   

Web browser.  Microsoft Internet Explorer.  Mozilla Firefox.  Google Chrome.  Apple 

Safari.  Opera.  Those are the big names in Web browsers, the software that enables you 

to surf the Web.  This will be your gateway to legal research from Westlaw Canada or 

LexisNexis Quicklaw, your online banking, and many other resources.  Firefox and 

Chrome have the benefit of supporting lots of add-ons that can help supercharge your 

Web research and work.19 

Other software you select will depend on your personal needs.  Much of it will be common 

business software and will relate to specific things you are trying to accomplish in your practice:  

e-mail marketing, customer relationship management, databases to manage information, and 

so on. 

There is also software designed specifically for lawyers, outlined below.  Many lawyers do not 

use legal software, however, because law practice can be a very personal endeavor.  When you 

adopt a system designed for lawyers, you are often adopting a particular way of practicing and 

managing your information.   

Using the Cloud 

The cloud is a marketing term that applies to Web sites that provide a service.  There’s a more 

technical explanation, of course, but that’s the real difference.  If you do not install software or 

store files on your computer or in your office, then you are probably working in the cloud.20 

There are special concerns for lawyers because of storing confidential and private information 

on computers that are not under your direct control.  There are lots of ethics opinions floating 

around now and the bottom line is that lawyers need to act reasonably and be competent.  So, 

in other words, the same obligations you had already. 



What does reasonable and competent look like?  The many lawyers who have embraced the 

cloud are doing so with providers who take security seriously.  You should be prepared to do 

research on any company you deal with in the cloud.  In addition, use of strong passwords by 

you and your staff will help to protect your law firm from inadvertent exposure.  Just as you 

would have 10 years ago, look at the company’s track record:  how long have they been around 

and how are they doing.  Perhaps most importantly, have an exit strategy in case they 

disappear. 

There are different types of cloud services too.  Using Dropbox for Business or Box for Business 

to synchronize files between your devices is pretty simple.  You are making a backup copy of 

files but they are still available locally.  There is no new interface to learn.  If you don’t have 

Internet access, you still have your files. 

Similarly, if you use Google or Microsoft Outlook.com for e-mail, you can still use Microsoft 

Outlook or Mozilla Thunderbird on your computer to access it.  Your e-mail is still in the cloud 

but you work on it locally, on your PC or on an app on your tablet or phone. 

It becomes a bit trickier when the service is entirely in the cloud.  This requires an Internet 

connection to be able to access the service.  Many legal-specific technologies, from e-discovery 

to practice management, are entirely cloud-based.  There may be some offline support but for 

the most part you will need to be able to connect to the Web to use them. 

Should you use the cloud?  In most cases, it’s a matter of preference.  If you are going to have a 

mobile or virtual practice, the cloud can enable that better than installing software in multiple 

places or carrying your office around on a single device.   

There are good arguments that, for solos and small law firms, where there may not be a lot of 

technology planning or dedicated support, it is preferable to running internal systems.  Cloud 

systems are patched and secured in a way that many small law practices cannot manage on 

their own. 

The thing about cloud computing is that it is mostly a different way of using software.  You need 

to go through the same preparation and purchasing process.21  If your office or home is 

connected to the Internet, you have the same security and encryption risks regardless.  Look at 

what you are trying to do and then determine if the cloud makes sense.  For example, if your 

goal was to be able to access client files while away from the office, you might look at these 

alternatives: 

 Laptop External Media Virtual Desktop Personal Cloud Cloud Sync 
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You can put elements of your practice in the cloud and keep others out of it.  Your law practice 

may have specific regulations you need to adhere to that prohibit the cloud or you may have 

information that should never be stored on a computer. 

Training 

It is worth taking a moment to also plan how you will handle training, either for yourself or for 

the staff who will be responsible for using the software.  We are seeing a lot more software that 

is relatively intuitive to use but you should still consider what resources will be available to 

ensure that it is adopted successfully.  Many companies provide Web-based tutorials, you can 

purchase e-books and print manuals or purchase a support contract from the provider. 

Legal Software 

Although software designed for lawyers exists, it is far from universally adopted.  In fact, most 

lawyers will use no legal-specific software because they can do many of the same functions 

with Microsoft Office and other tools.  There are, however, some categories of technology that 

are common in law firms: 

Practice management (also called case management or matter management).  These 

applications usually store all case information, from contact information on clients and 

others involved with the case, to documents, calendar items and tasks, right through to 

time and billing information.   

Law firms often use them as contact managers, conflict checkers, and document 

managers and they’re nearly always integrated with Microsoft Outlook and Word.  In 

fact, many lawyers used Microsoft Outlook as their practice management tool.  Law-

specific cloud services like Clio and Amicus Attorney are part of the shift away from 

software installed in the law firm; 



Time keeping and tracking.  These are what you will use to bill your hours.  If you can, 

integrate your time keeping into your practice management or financial application.  

Some time keeping applications will show you not only what you’ve logged and when, 

but provide tools to help you understand when you’re most productive (day of the 

week, time of day).  This can help you maximize your productive times by scheduling 

meetings or other activities outside those times; 

Billing.  This is also not necessarily a law-specific application – what business doesn’t 

have to bill – but it can be a nuanced process in your firm, where you may need to input 

information regarding whether certain charges (like the time you spent doing research 

or talking to a witness) actually get applied to the client’s bill; 

Financial management, in particular your trust account.  Every business has to worry 

about the money.  In addition, law firms need to watch their trust accounts both to 

ensure money clients safeguard with them is secure but also to ensure that account 

interest is properly sent to the Law Foundation.  Your bank’s online services will provide 

you with documentation relating to transactions but common business accounting 

software like Quickbooks or Sage will support trust accounting.  You can also find 

specific legal products like Timesolv focus on trust accounting and many of the holistic 

case management options will have a trust accounting function; 

Litigation presentation and support.  This category includes a raft of small programs 

that will help develop chronologies for cases, manage exhibits, deposition summaries, 

and other evidence, and enable a lawyer to put on a trial.  Those focused on lawyer 

productivity or trial presentation are often available as discrete apps – like Lit Software’s 

TrialPad for the iPad or LexisNexis’ CaseMap for the desktop.  Other products, like 

Accessdata’s Summation are primarily for litigation support staff or consultants to 

manage for the lawyer.  Lawyers are more likely to use Microsoft’s Powerpoint to 

present evidence as they are a law-specific tool;22 

E-Discovery.  Solos and small law firms have tended to outsource the search, indexing, 

and mark up tools that enable electronic discovery for cost-recovery reasons, but you 

may find that your firm has licensed it for internal use.  About 56% of lawyers ever make 

e-discovery requests, according to the ABA’s 2013 survey report.23  Lawyers who have 

conducted their own reviews of electronically stored information have tended to use 

desktop software, but cloud-based e-discovery tools are close behind.24    

You may be overwhelmed initially by trying to navigate the practice of law, nevermind learning 

the new technology and systems that supports your work.  Do not miss opportunities to have 

someone sit down with you at your desk to explain how to use your technology.  Many firms 



will do regular training or informal presentations on technology improvements.  Don’t be 

awkward about what you do or don’t know.  Every bit you learn will make you a more 

productive lawyer. 

Be Productive 

The moment you start your law practice, you will have time pressures.  The more you can do to 

manage those pressures, the better off you will be.  Technology can both help and hinder your 

time management.  Becoming more productive isn’t about making a big change; there is no 

single technology or habit that will make you more effective.  Look for small tweaks and 

changes that help you to manage your time and work better. 

Here are some ideas for being more productive: 

Learn to say “I don’t know”.  No-one knows everything.  When you’re new, you have 

the perfect opportunity to admit it.  If you aren’t sure how to do something, ask 

someone.  Not only will you learn something new, you’ll use your time more wisely.  You 

expect others to come to you for your legal smarts; don’t feel shy about asking people 

for help in their own sphere of expertise. 

Turn off e-mail and other notifications that pop up or ding a bell.  They are a mental 

distraction and you can be responsive to e-mail and more productive without 

them.25  Instead, come up with a habitual practice for how you will check and respond 

to e-mail.  You might check, for example, once an hour, or more or less frequently 

depending on the time of day.   

If you’re most productive in the mornings, check less often then but more often as the 

day goes on.  Lawyers frequently complain of losing their morning by answering their e-

mail first thing rather than focusing on specific tasks.  It’s challenging, but you can set 

expectations by thinking about how you will handle your e-mail. 

It’s not just e-mail or phone calls any longer.  Our devices have apps that are constantly 

reminding us that something is happening.  Be sure that whatever system you bring to 

your practice spreads to your phone and tablet as well.  Mobile devices typically have 

the ability to set up a “quiet period” where the device doesn’t make noise.  This would 

be a useful feature to enable. 

Create a to-do list at the end of the day for what you are going to work on when you 

get in the next morning.  You may base it on your calendar, tasks that are underway, 

whatever.  Do it before you go home so that it’s waiting for you.   You can even send 

yourself an end-of-the-day e-mail with the list in it. 



Learn how to store information.  Lawyers complain that hours a week are wasted while 

they try to find something.  Use the systems available in your firm to properly store 

information.  For example, in Microsoft Outlook or Google Mail, use categories or labels 

to describe the kind of e-mail you are saving.  You create the categories, so it could be 

client names or matters, type of content (research, HR, etc.).  Many lawyers still like 

placing files in folders but there’s no real time savings to doing that.  If you can use 

tagging or categories that allow you to place an e-mail or document in multiple places, 

you may find it is easier to retrieve. 

Learn how to find information.   Your law firm will have search tools to help you dig 

information out of their systems.  There may be multiple ones.  Learn how to use 

them.  If you haven’t already, learn how to use Windows Search and make sure your 

computer is indexing everything.26  Even better, use a dedicated desktop search tool like 

X1 or Docfetcher to help you find information stored both on your PC and your law firm 

network.27 

Be responsive.  Almost as certain as the sun rising in the east is that lawyer complaints 

are most commonly about a failure to communicate.28  Technology can help you answer 

clients rapidly, to be sure.  It should also be used proactively so that no client is left 

wondering what is going on with her matter.  Use recurring appointments to remind you 

to send a message to your client every 60 days with a status update.  Save information 

about them – their company, their kids, their interests – in the notes field in your e-mail 

program or practice management system so that you can engage them about their 

interests beyond the matter at hand.  Lawyers put off both good and bad 

communication – the latter because of the stress it causes – but you can stay on top of it 

and benefit from being responsive. 

Device Security 

Lawyers have a duty to protect client confidentiality under the Professional Rules.  They also 

have a duty to protect client privacy under provincial laws.  The technology that you and your 

staff use, or that you access from home or work, needs to be managed to ensure you meet this 

obligation. 

Encryption, strong passwords, and remote control will help.  The Office of the Privacy 

Commissioner of Canada has released a Privacy Handbook for Lawyers: PIPEDA and Your 

Practice that has practical tips and information on what you need to protect, and what you 

need to do if it is exposed.29  It’s good information because what is considered personally 

identifiable information may not be what you would typically think of as confidential 

information. 



Encryption 

Encrypt the device if it has client information on it.  You should be using full disk 

encryption on your work computer and any device that has client confidential or private 

information on it.  You should either use a copy of Windows that has Bitlocker 

encryption supported or purchase an encryption product from the same company that 

provides you with anti-virus support.  Macintosh PCs have File Vault 2 to encrypte the 

entire hard drive.  Apple phones and tablets have encryption built in and automatically 

enabled. Recent Android devices support full system encryption too but it has to be 

turned on. 

 

Use endpoint security.  We used to say “anti-virus” but now you’re protecting against a 

bunch of other things.  I like Android because I can also have a firewall app to stop other 

apps from using the Internet or data connection without me knowing.  Your law firm 

may have endpoint security from Symantec or TrendMicro but there are lots of free and 

low cost apps from AVG, Avast, and others.  Most of these endpoint apps will protect 

against normal threats but will also have features for remote wipe and for finding it if 

the device is lost. 

Passwords 

Are a pain.  They are also one of the best ways to protect your device and information if you 

lose it.  Unfortunately, good password management is getting harder.  It’s no longer enough to 

obfuscate – changing commonlaw to c0mm0n$aw – or even just to have longer passwords.30 

Use a password manager.  It will help you create unique, strong passwords for each service you 

use.  There are cloud-based password managers like Lastpass and 1Password that will work on 

any device.  There are also entirely offline password managers, like the free and open source 

Keepass.  If you use more than one device, you can save and synchronize the encrypted 

password file between the devices.  This is better than having passwords saved in the open on 

any device, especially one like a phone that can be lost. 

Wherever possible, do not save your password into a Web browser or application.  If your 

device is lost and is accessible to whoever finds it, you do not want all of your password-

protected resources available. 

You will still need to remember – and write down – the master password for your password 

manager and your lock screen password.31  Using a password manager and not saving 

passwords will slow you down a bit when you’re away from the office.  It is worth it. 

If you have staff or other lawyers in your firm, there should be a policy on creating and using 

passwords and staff should be trained on it.  Security in a law firm is a bit like a chain and any 

weak link can be the cause for inadvertent disclosure of information. 



Manage Mobile Devices 

Every computer is portable, whether it is intended to be or not.  It is particularly important to 

secure devices that are small enough that they are intended to be carried, like phones and 

tablets.  The security apps that you install on them should have the ability to remotely lock and 

wipe a lost or stolen device. 

Do what you can to keep your work and personal information separate.  On a laptop, that’s 

relatively easy:  create a new profile and log in to that account when doing your work.  On a 

tablet or phone, it can be trickier.  There are standalone apps that you can use, like Enterproid’s 

Divide which was just purchased by Google, if your phone is used for both client document 

review and Angry Birds. 

Secure Channels 

Even without the insecurity in secure connections was highlighted by the Heartbleed bug in 

early 2014, connecting over the Internet from outside the office was fraught with risk.  Most 

exploits are opportunistic – lawyers are attacked because everyone is.  Some law firms are 

targeted, though, either because they are law firms or they are known to represent someone 

who is a target. 

Every Internet connection outside the office should use a virtual private network (VPN) 

connection or some other encrypted form of communication.  Your VPN provider will have an 

app or you can set up a connection using a service like OpenVPN. 

The benefit of VPN is it creates an encrypted tunnel and then gets out of the way.  If you use a 

remote desktop tool like Microsoft’s Remote Desktop (RDP), LogMeIn Ignition, or Teamviewer, 

you are loading up a virtual desktop from your office.  It can be slower and, unless you are on a 

laptop, your mobile device will make navigating the larger screen a challenge.  

There is also software that is known as personal cloud.  It isn’t really cloud software but it 

allows you to make remote, secure connections to your content.  Products like Tonido connect 

you to your office through a secure Web site.  Beware the external hard drives that are pitched 

as personal cloud, though, which you connect to directly over the Internet.  If you can connect 

to them directly, so can other people.32 

Clean Devices 

You may have the occasional need to carry a laptop away from the office.  Even if you aren’t 

leaving the country, it is worth considering whether you should carry a clean laptop.  You 

should secure – encrypt and password protect – any devices with confidential information 

when you are crossing a border.  Depending on your situation, you may want to avoid taking 

any data away from your office or across a border at all. 



This can be achieved by using a clean device and the cloud.  The Electronic Frontier Foundation 

has an extensive guide on how to prepare a clean laptop for cross-border trips.33  It is more 

difficult for a tablet or smartphone, since, in most cases, you can’t remove the storage that 

contains the operating system and files. 

One option is to buy a spare burner device, something cheap enough you don’t care what 

happens to it.  A Google Chromebook – which is heavily reliant on the cloud – would be an easy, 

out-of-the-box solution.  A spare phone or tablet will cost as much and may not give you as 

much power.  Whatever device you use can be wiped on return, ready for the next trip. 

There are options even if you own just one device.  An iPad or iPhone user can do a backup with 

iTunes and store their information in their office or home.  You can then wipe your device and 

restore from your backup when you return from your trip.  Android users can also do a factory 

reset from their Settings menu, after doing a backup.  Some devices, like Samsung tablets and 

phones, will come with a cloud backup option or the Kies app.  You can also download a variety 

of backup apps from the Google Play store and your mobile security app may also offer backup. 

If your device – laptop, tablet, smartphone – has removable storage, then remove it and leave it 

behind. 

Beware the Internet of (Every)Things 

The blurring of business and consumer technology continues with the Internet of Things.  This is 

the idea that pretty much anything electronic in our lives can be connected to the network – 

and hacked: lights, thermostats, baby monitors, refrigerators, TVs, and so on. 

The routers that connect homes to the Internet are particularly susceptible, since they have to 

be exposed.  If you are working out of your home office, you will want to make sure you are 

keeping your router firmware updated.  Alternatively, you can buy a new router periodically 

since your router may not be updated by the vendor.  In one exploit, 300,000 routers were 

hacked and used in criminal attacks. 

If your coffee pot tries to attack your refrigerator across your home or office network, that 

could be inconvenient.  More problematic is if a hacker has control of your router and can 

either watch the information you are sending through it or look at devices inside your home 

network.  There are an unfortunately large number of devices facing the Internet that should 

not be.  Many of them are easy to find using the ShodanHQ database.  

Manage Your Technology 

The lion’s share of what you need to know about law office technology will fall into the 

common sense category.  Unfortunately, sometimes you don’t realize the common sense 

aspect until it’s too late.  Here are some ideas to start you off: 



Type your e-mail first, address it last.  Law firms have massive contact databases.  They 

also tend to use Microsoft Outlook, which will suggest possible recipients to you.  Type 

up your e-mail first and then, when you’re finished and no longer in a hurry to 

remember what you were going to say, take the time to carefully address the e-mail so 

that it goes to the correct person. 

Don’t click Web links unless you know where they’re going.  Obvious, right?  But you 

don’t want to accidentally divulge security information on a phishing form nor download 

drive-by malware that infects your law firm network.  Let your mouse hover over a link 

and look at the bottom of your Web browser, in the status bar.  It should show you the 

destination of the link and that can help you determine whether it’s a link you’re 

expecting to go to or not. 

Be particularly wary of files in attachments.  A lawyer recently clicked on a file that 

looked like voicemail but which in fact downloaded ransomware and destroyed all of his 

law practice files.  Your staff should also be trained not to click on any links that look 

suspicious and to avoid filling out forms that open when they do click on a link. 

Your smartphone may enable oversharing.  You’ve heard them, on the subway or 

commuter train, talking loudly into their phone, perhaps unaware how well they can be 

heard.  If you’re not in your office, be cautious about what you say over a phone if you 

are in a place where you might be overheard.  Also, your smartphone may support 

either wireless (wi-fi) or Bluetooth connections.  Disable these functions when you’re 

not using them, so you are not inadvertently displaying your device name and creating 

an opportunity for someone to connect to your device. 

Don’t measure technology just by its price to acquire.  The cost of technology extends 

beyond the sticker price and you should consider the time spent with a technology as 

much as its actual cost.  If you’re going to adopt technology, have a specific purpose for 

it and an understanding of what the cost will be to you, both in dollars and time 

invested learning and adapting the technology to your practice. 

Keep your work and personal technology separate.  This can be a challenge, especially 

if you’re in a bring-your-own device world.  All of the challenges that arise when you use 

work technology at the office apply when you use the same technology outside the 

office.  You may be less cautious on your own time, sharing information on social 

networks, using the cloud for storage, and visiting NSFW Web sites.  Your personal 

accounts can be gateways to getting access to work information.   

Say you have a Web-based e-mail account and someone is able to access it (either they 

break your password or get in through other means).  Information in there may provide 



details that they can use to access your work account (use the same password in both 

places? Don’t!) or to learn about your clients and work activity.   Just as you are always 

wearing your lawyer “hat”, even when you’re away from work, technology doesn’t 

distinguish between home or office unless you help it. 
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