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The legal profession has adopted cloud technology to support both the practice and business of 

law.  The profession consists of individuals and distinct personal preferences on how to work, 

though, and there are lawyers who are not entirely comfortable with what the cloud promises.  

They may not even be clear on what, exactly, the cloud is. 

Define "Cloud" 

The cloud is, loosely, the Internet.  Not just the Web but also other technologies that use the 

network connections of the Internet.  Cloud computing is often discussed in this loose manner 

but has a strict set of definitions to distinguish it from more traditional hosted computing.  It is 

worth knowing these distinctions because not all systems labeled "cloud" are.  The difference 

may not impact your use, but it may affect your expectations. 

Here's an example.  You use Really Efficient Lawyer(tm) practice management software in your 

law practice.  It runs on your local PC or on a bigger computer called a server in your office.  

That is obviously not the cloud.  But the REL(tm) company sends you an announcement that it 

has placed its software in the cloud. 

The Really Efficient Lawyer(tm) cloud offers you: 

 your own, dedicated server - no-one else's data or REL software is on it; 

 it offers encrypted connections and all the goodness of a secure data center; 

 it will install the REL practice management software for you and keep it up to date.  

There's no software for you to install and no need to hire a separate IT consultant to 

maintain it. 

So far, so good!  Both cloud and hosted computing look pretty much the same at this point.  

The difference comes in the details.  Cloud computing involves, among other things: 

 Online self-service.  If you want additional features (new users, more memory), you can 

buy them and have immediate access.  No account reps, no waiting for parts or support; 

 Elastic expansion.  There should be unlimited resources available, so that the service 

isn't hampered by running out of memory or storage space.  Contrast that with a hosted 

service where, if your server runs out of drive space, you experience downtime to bring 

a larger drive online; 
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 Resource pooling.  You won't have to figure out how big your remote server needs to 

be.  Your provider will pool together its storage, memory, bandwidth from across its 

data centers to ensure you - and other customers - have the resources needed.i  If you 

need more horsepower, for whatever reason, it will be there. 

If you are on the hook for hardware replacements, or if you have to go through a customer 

support representative for expansion, you are probably looking at a hosted service.  There is 

nothing wrong with that - in fact, it will have all of the same challenges for you as a lawyer as 

the cloud - but it's distinct from cloud computing, despite what marketing materials might 

suggest.  For this reason, there is not really a personal cloud.  Those are just consumer devices 

that enable Web-based access to some resource which, ironically enough, you probably are 

hosting yourself. 

Many lawyers will interact with cloud computing either through a Web browser, like 

Microsoft’s Internet Explorer or Mozilla’s Firefox, or through a utility that runs across the 

Internet, like the Dropbox or Box file synchronization apps.  When you use a Web browser to 

access your cloud software, you are using a type of site called software-as-a-service (SaaS).  

Software-as-a-service will usually be the top of three layers of cloud computing.  The others are 

infrastructure-as-a-service and platform-as-a-service. 

Lawyers will primarily use Software-as-a-Service.  Your Software-as-a-service provider is 

probably using another cloud company's infrastructure- or platform-as-a-service.  When you 

sign up with a service, it is good to know who is providing the other layers.  If the Microsoft 

cloud (f/k/a Azure) or Amazon Web Services have issues, that can impact your service even 

though the company providing your software isn’t experiencing any problems itself. 

Where to Begin 

The most popular cloud services for lawyers are not Web-based.  The ABA's technology surveys 

show the most common cloud tools are for file storage and synchronization.ii   These services 

copy your local computer’s files up to a remote server.  When you make a change to a file on 

either your local computer or by uploading a replacement to the file storage site, the changes 

are synchronized.  There is some debate as to whether this is sufficient for backup purposes 

but, at a minimum, it ensures you have a copy of your files. 

All of the best known services encrypt the connection as you upload your files.iii  They also 

encrypt the files when they store them.  This won’t necessarily encrypt the file names, so if you 

name your files with your client’s information, that may be visible even if the contents of the 

file aren’t. 
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If that isn't enough for you - and it isn't enough for many lawyers who are leery of the cloud - 

you can consider pre-encrypting your files.  This means that the files are encrypted before they 

leave your computer.  This leaves the encryption keys solely in your possession, so that anyone 

who accesses your account is locked out of your file's contents.iv  This also means you take full 

responsibility for being able to decrypt those files. 

File synchronization and storage generally assumes you are still going to keep a copy on your 

computer.  It is another truism of the cloud: you aren't necessarily getting rid of your PC.  Look 

at cloud backup as well, as it may meet your business continuity needs if the version control 

and recovery options in your synchronized storage don't.v 

But … Passwords 

You can use all the encryption you want and vet your cloud or hosted provider and still leave 

yourself open to inadvertent disclosure of confidential information.  You may not have nude 

selfies in your client files but if you have weak passwords and re-use them, you probably should 

not put any confidential or private information on any computer.  It will generally be easier to 

grab or guess your password than to break through your encryption.vi 

First, see if any of your accounts have already been stolen.vii   Second, get a password manager 

and go through all of your online accounts and make sure each one has a unique, strong 

password.viii   Then write down your master password and store it somewhere secure (office 

safe, bank lock box).  That way, if anything happens to you, whoever helps you with your 

practice can access your accounts. 

Some cloud services are now offering what is known as two-factor authentication.  This works 

just like your bank ATM card.  To withdraw money, you need both the card and a PIN.  Two-

factor authentication in the cloud typically requires you to input a password and then a number 

texted to your wireless phone.ix  This is still not common enough for every site you want to use 

to have it, but you could use it as a plus factor when choosing a service. 

The Next Layer:  Your Cloud Office Suite 

Once you've got your file backup and synchronization sorted out, you can look at cloud tools to 

create and edit those files.  There are three well-known cloud office suites:  Microsoft's Office 

365, Google's Apps for Work, and Zoho. There are a number of permutations for each product, 

with different features and costs.  They are a good example of how, increasingly, your 

technology costs will move to a monthly or annual subscription rather than an outright 

purchase you make once and use for a number of years.   
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For example, you can use the Zoho apps directly - Writer, Sheet, Show - or you can use Zoho 

within your Office 365 or Google Apps subscription.  Like the others, Google Apps include a 

spreadsheet, word processor, and presentation tool.  It also supports e-mail, calendars, and 

collaboration tools and you can have a Web site on the service.  In this, it is more like 

Microsoft's Office 365, where you can get Web versions of its Word, Excel, and PowerPoint 

tools as well as Exchange e-mail and SharePoint for Web sites. 

Microsoft's suite can also include licenses for desktop versions of the latest Word, PowerPoint, 

and Excel, depending on which options you select.  If you are committing 100% to the cloud, 

then Google Apps for Work is a powerful choice.  It will work through any Web browser and 

offline on a Chromebook laptop.  You can open, edit, and save in Word-compatible formats.  

There is tight integration across the apps and you can share calendars and documents with your 

staff and others in your firm. 

However, Web apps lack some of the features you will find in desktop ones.x  I mostly wrote 

this paper with Microsoft's Word Online (f/k/a Word Web App), the free editor you can get 

with a free OneDrive (f/k/a SkyDrive) account.  It's great for creating a simple document.  But, 

like Google Docs, it lacks a lot of the features that lawyers use for creating documents.  There 

are benefits to using either the Google or Microsoft platforms but expect to continue to buy a 

license to the Microsoft Office suite. 

Law-Specific Cloud Apps 

Cloud computing has radically changed the law practice management software market.  Clio, 

MyCase, and Rocket Matter have been joined by a number of other cloud-first matter 

management services.  Now, Abacus's Private Cloud and Amicus Attorney Cloud have adapted 

their on-premises or hosted software to the cloud. 

Many lawyers do not use law practice-specific software on their desktops or anywhere else.  

Most commonly, lawyers use personal information management tools like Microsoft Outlook to 

manage client details, calendar, and communications.  Practice or case management software 

systems are productivity tools tailored to the life cycle of legal matters.  Many of the cloud-born 

services are built to integrate into other cloud computing tools you may already be using.  For 

example, Clio users can integrate that practice management system with their Box, Dropbox, 

and Google Apps accounts. 

Other legal-focused cloud services are more narrowly tailored than practice management.  One 

example is e-discovery services, which you may only need every so often.xi   Alternatively, you 

might use Netdocuments or Worldox GX3 Cloud as a firm-wide document management tool.  
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Cloud computing can increase your ability to use technology flexibly, either as needed, on a 

per-project or client basis, or to fill a particular niche. 

Other Productivity Apps 

There are so many enterprise and consumer cloud apps that lawyers could use for their 

practice, it is hard to know where to begin.  Or end.  The practice of law is highly individualized, 

for better or worse.  You might use Evernote as your cloud note and information manager or 

you may find its tag-based approach too unstructured.  In that case, Microsoft's OneNote, with 

its notebooks and organization, may suit you better.  Or you might use both for different 

purposes. 

There are some things to consider when looking at productivity apps: 

 you can almost always get a free trial.  Use it and see if it makes sense for how you 

practice law.  Create a unique password for the trial.  If you decide you're just not that 

into how the app works, cancel and delete your account. 

 expect to pay for your service.  We are in the twilight of freemium cloud apps but you 

can still get them for free:  Google Mail or Outlook.com or Evernote, etc.  In most cases, 

you will get better encryption, service, and support, and less intrusion from the service 

when you pay.  If you are looking at your technology as a business tool, your overhead 

budget should include funding for it. 

 many cloud services have a social layer to them.  They want you to share information 

about your activities.  That's anathema to your confidentiality and privacy duties.  If you 

are unable to keep your activities private, regardless of how useful the app is, give it a 

miss. 

 some apps are available for download and you can host them yourself.  Don't want to 

use Dropbox or Box?  Try the open source OwnCloud on your own server.  Like Office 

365 but not Microsoft's US-based servers?  You can still license your own Exchange 

server or another e-mail server.  The cloud isn't for everyone or for every purpose.   

 look for maturity.  You can lose time - or worse, information - if you start using a service 

that shutters because it has a poor or non-existent business model. 

Think about what would make you more productive.  Then ask other lawyers who practice like 

you what they do.  That can be an excellent source of useful productivity tools from people who 

have already made an investment.   

Be sure to look outside the legal technology world, though.  Many of the aspects of law practice 

are the same in other businesses and professional services companies.  Productivity tools are 
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not necessarily aimed at or tailored for lawyers but may still enable you to deliver better 

service. 

A Short List of Cloud Apps 

Here are software-as-a-service and other cloud computing apps and services you might want to 

try.  These are, for the most part, discrete function apps and not broader practice management 

services. 

File Backup:   CrashPlan, Carbonite, Mozy and JungleDisk 

File Storage: Apple iCloud, Box, Dropbox, Google Drive, Microsoft OneDrive, Sugarsync 

Document Management:  Alfresco, Netdocuments, Nuxeo, Worldox Cloud 

Financial: Quickbooks Online, Kashoo, and Sage (f/k/a Simply) Accounting, Xero 

Office Suite: Google Apps for Work, Microsoft Office 365, Zoho  

Note-taking: Evernote, Microsoft OneNote 

Pre-encryption or Secure File Storage:  PKWare's Viivo, BoxCryptor, CloudFogger, and Spideroak 

Time Management: Bill4Time, Chrometa, Freshbooks, Timesolv 

The Ethics of Law Practice in the Cloud 

The lawyer regulators who have addressed the cloud have been pretty consistent.  You should 

continue to act reasonably and competently according to the relevant professional rules.  You 

continue to have confidentiality obligations, need to be cognizant of your supervisory duties 

over people accessing client data on your behalf, and should understand your practice systems. 

In addition, most law firms will have duties to protect non-confidential but private, personally 

identifiable information about their clients and others. 

Can you comply with these duties and put information in the cloud?  Yes.  To prepare, ask 

yourself another question:  how are you doing it now?  What are you doing for information 

backup, password security, physical and virtual access to your law firm's systems?  Who has 

access to your systems for upgrades and support? 

You can use your current processes to parallel the same protections in the cloud.  

Unfortunately, the cloud has been avoided by lawyers who cannot see beyond the challenges it 

raises.  And it raises challenges.  But these tend to be the same challenges lawyers face with 

internal systems.   
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Unless your law firm is not connected to the Internet, you may currently be meeting your 

professional responsibilities by security through obscurity.  You should be sure you are holding 

your internal staff and systems to the same levels of security, audit, and business continuity 

that you are expecting from the cloud, even if you decide not to move to the cloud. 

If you decide to put parts of your law practice and confidential or private information into 

public or private cloud systems, act reasonably and with competence.  You should understand 

who else has access to the information, how it's protected, what will happen to it if the 

company goes out of business.  It's the same information you would have if you were storing 

boxes of paper with Iron Mountain. 

Cloud Choices 

The evaluation and selection of cloud computing services has consumed a huge amount of text.  

Some organizations and commentators have extensive lists of what you should know about any 

cloud provider to whom you subscribe.  Unfortunately, while these lists represent an ideal, they 

are difficult to implement in reality.  Consumer-oriented, public cloud services are generally a 

take-it-or-leave-it option.  You may have been told to negotiate terms, perform analysis of the 

company’s financials, and so on.  Those are probably not going to bear fruit if you are a solo 

lawyer considering Google’s Apps for Work. 

Never say never.xii  But there are things you can look at when you are assessing whether a cloud 

provider has a service you can feel comfortable using for your law practice.  These will, not 

surprisingly, be similar to the conditions you would expect from any technology provider for 

your office.  Many of these can be gleaned from the company’s Web sites. They include: 

 how long has the company been around?  If it’s not clear on their Web site, take a look 

and see if they have a profile in Crunchbase, a free database of technology companies, 

which will list news, investment in the company, and its management.xiii 

 how does it encrypt your content?  They should have a secure connection and encrypt it 

while they store it.  Increasingly, because of the concern of cloud security, this 

information is broken out and made especially visible.  Ignore the blahblah grade 

encryption and instead determine what number: 256 bit, 2048 bit?  Then Google to see 

if that encryption level has been cracked.  Even better, run their app Web site through 

the Qualys SSL test site and see what grade it gives their connection encryption.xiv 

 how does it handle authentication?  One factor or two?  What tools does it give you to 

audit access to your files and information? 

 what have they done to ensure their service is available to you when you need it?  Are 

they in their own data center, do they have a redundant one, are they using Amazon, 
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Rackspace, or Microsoft?  Rebates and discounts as a percentage of your annual 

subscription for downtime are not going to be commensurate to your actual lost billable 

hours and lost opportunities or clients. 

 do you have geographic issues and are their servers in places acceptable to you?  

Canadian law firms can increasingly use cloud services inside Canada.  Canadian cloud 

companies may be using US infrastructure, though.xv  Your financial records are a good 

example because their location matters for how you respond to Canada Revenue 

requests.xvi 

 who owns what and how do you part ways if and when you decide to move to a 

different service or software?  what about when you decide to stop practicing or they go 

out of business?  Understanding the portability of your information is critical to ensuring 

your practice can continue regardless of the success of your cloud software choices. 

Once you have identified the things that give you confidence in your cloud provider, you are 

ready to test out their product.  It still may not be a good fit for the individualized way you 

practice.  But at least, before you spend any time going through their workflow and 

determining whether you can match your practice to it, you will know that it has the basic 

business foundations to support your professional obligations.  

You can practice law using cloud computing.  The more you understand what it is and how it 

works, the more confident you can be of using it competently as a resource for your practice.  It 

can improve your upkeep of software, make your technology budget more regular through 

subscriptions, and make your practice more flexible.  It requires forethought and careful 

selection, however, to ensure that you are meeting your professional obligations.  

                                                      
i
 These are taken from the National Institute of Standards and Technology Definition of Cloud Computing.  
http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf  I like the definition because it gives a relatively 
easy checklist for cloud-like services. 
ii
 The 2013 American Bar Association Legal Technology Survey Report, volume 2, showed Dropbox, Google Docs, 

and Apple's iCloud at the top of "software as a service/cloud computing solutions [used] for law related tasks."  
p.61  This reflected a leap frogging by iCloud and Dropbox over cloud practice management services in the 2012 
survey.  p. 63. 
iii
 I'm thinking of Apple's iCloud, Box, Dropbox, Google's Drive, and Microsoft's OneDrive.  There's no reason that 

other cloud services that encrypt while transmitting content and when it's stored can't also be used. 
iv
 Well known pre-encryption tools included PKWare's Viivo, BoxCryptor, CloudFogger, and Spideroak. 

v
 CrashPlan, Carbonite, Mozy and JungleDisk are backup cloud services.  Jungledisk is distinct in leaving the 

encryption keys entirely with you.  
vi
 Even the crackers have gone to the cloud:  https://www.cloudcracker.com/ will test a wireless access point's 

password against 300 million possibilities for $17. 
vii

 Take a look at http://haveIbeenpwned.com and see if your e-mail address is listed. 
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viii

 There are lots of password managers, including LastPass, 1Password, and Dashlane.  I do not personally trust 
Web-based password managers and would recommend either KeePass (http://keepass.info) or Password Safe 
(http://passwordsafe.sourceforge.net/).  They are both free, live on your devices only, and you can synchronize 
your encrypted password file between your computer and phone or tablet. 
ix
 Here is a list of companies and whether they offer two-factor authentication:  https://twofactorauth.org/.   

x
 Microsoft has this quick list of features and how they differ between Web and desktop versions of Word:  

http://office.microsoft.com/en-001/office-online-help/differences-between-using-a-document-in-the-browser-
and-in-word-HA103465607.aspx  
xi
 The ABA Journal took a look at some of the benefits of cloud e-discovery.  

http://www.abajournal.com/magazine/article/cloud-based_e-
discovery_can_mean_big_savings_for_smaller_firms/  American Lawyer Media's Legaltech directory has a list of 
providers:  http://www.legaltechdirectory.com/listing/guide/e-discovery-compliance  
xii

 Here’s a piece from the Lawyerist on how two organizations had cloud services tailor their terms of service.  
http://lawyerist.com/69916/terms-service-cloud-software-negotiable-cliocloud9/  It can’t hurt to ask.  You may 
also want to consider the term you want to tailor, and see if some other cloud provider incorporates that function 
as a feature, premium or otherwise, of its service. 
xiii

 Crunchbase.com 
xiv

 Qualys SSL Server test:  https://www.ssllabs.com/ssltest/index.html  
xv

 Many Canadian ISPs route your traffic through the US even if you are communicating with a Canadian-based 
server or end-user.  You may want to understand how your current Internet traffic travels by looking at your ISP’s 
entry at IXMap’s listing, under “avoids US routing of Canadian data”:  http://ixmaps.ca/transparency.php  
xvi

 The Electronic Record Keeping circular discusses location of your electronic records – “Records kept outside 
Canada and accessed electronically from Canada are not considered to be records in Canada” – and discuss how a 
copy may be acceptable.  http://www.cra-arc.gc.ca/E/pub/tp/ic05-1r1/ic05-1r1-e.html   Can you download your 
financial records from a US based server in an electronic format accessible to CRA? 
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