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Protect Your Digital Law Practice 
David Whelan, The Law Society of Upper Canada 

The extent to which your law practice is digital may vary, but practically every lawyer now uses 

digital tools and information.  Whether you use e-mail to communicate or store client files and 

your work product on digital storage in your office or the cloud, you retain the obligation to 

protect that information.  Fortunately, despite ominous headlines of cyberattacks and hackers, 

you can protect your digital practice using skills you already have: preparation and persistence. 

Basics 
Let's start with the basics. 

1. Information is going to be in one of two states.  It will either be stored somewhere or it 

will be moving from one storage location to another.  Whether you store it in the cloud 

or on your PC in your office, send it by e-mail or put it on an external disk, the 

fundamentals of protecting it are the same.  What changes is who is responsible for 

which part. 

2. Everything is portable.  We often think of small devices – USB drives, phones – when we 

think of portability.  But every computer was picked up and moved at some point, if only 

to place that PC on your desk in your office.  Treat every device on which you store 

information equally, because you could lose control of any of them. 

3. Technology will not protect you on its own.  You will need to learn how your systems 

work – like a person making toast, not like a person making a toaster – and to make sure 

you and people accessing your digital information are careful.  Training and caution will 

be necessary to reduce the likelihood of inadvertent damage to your digital practice. 

4. Your protection will depend on whom and what you trust.  A security rule of thumb is 

not to trust systems or networks you didn't set up yourself.  In the same way you might 

be more cautious making a purchase from an online marketplace from someone you 

don't know, as opposed to the local hardware store you've shopped a dozen times, use 

a spectrum of caution when protecting your practice. 

You're a lawyer.  You're not the U.S. National Security Agency (NSA).  A lawyer once asked me 

how he could possibly protect digital information if digital experts like the NSA were after it?  

I'm not sure you can.   

But that's not your professional obligation.  Nor is it to become a hacker or software developer.  

Your responsibility as a lawyer is to take the reasonable steps necessary to protect your 

systems and information.  What is reasonable will change over time, just like everything else in 

your practice.  But unless you wrote your own operating system or avoid technology entirely, 
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you will need to put some trust in the tools you use.  Training yourself and maintaining and 

upgrading your tools are reasonable steps to secure your practice. 

On to the tools. 

Encryption 
The very first thing you want to do is encrypt the devices on which you store law practice 

information. Phone running Apple's iOS or Google's Android operating systems already support 

encryption.  Android users need to turn it on.  There's a good chance your Microsoft Windows 

or Apple Macintosh operating system also supports encryption (Bitlocker or File Vault, 

respectively).  If it doesn't, you can use a third-party encryption tool like the free Veracrypt. 

Encryption works like a blanket.  When your information is protected by encryption, the 

security surrounds your information.  On a hard drive, it means no-one can look at the data 

until it is decrypted.  You do this with a password.  As your encrypted device starts, you enter a 

password.  We do this without thinking on phones or tablets but you may not be used to typing 

in a password to start your computer. 

The Wrong Way and the Right Way 

Ruth Crawford, Q.C., a lawyer in Scotland, left her laptop on her kitchen table and went on 

holiday.  When she came back a week later, it was gone.  It was portable.  It was valuable and 

so was stolen.  And it was unencrypted.  She had to sign an undertaking to encrypt devices in 

the future.  On the other hand, the U.S. Secret Service had a laptop stolen that had plans of 

Trump Tower on it.  The laptop was encrypted, was restricted to non-classified information by 

policy, and could be remotely wiped if it connected to the internet. 

If you use portable media, like an external hard drive or USB drive, be sure to encrypt that 

when you can.  You might not if you are making a submission to a court that isn’t equipped to 

receive an encrypted device. 

When you transmit information over the internet, it should be transmitted securely.  While this 

is easiest to see when you are using a web browser, it applies to your e-mail and other internet 

tools.  You will need to trust that the connection is secure if it says that it is, because you may 

not have any ability to verify. 

Encryption works in these tools because your software talks to software at the remote site, and 

they pass information credentials that allow them to create a secure connection.  In a web 

browser (Microsoft Edge or Google Chrome, for example), you may see a small lock appear next 

to the web site address.  The address will also change from http://www.... to reflect a secure 

connection using https://www....  Web browsers are increasingly monitoring for whether 

connections are secure or not, and displaying warnings to let you know when they detect a 

problem. 

https://docs.microsoft.com/en-us/windows/device-security/bitlocker/bitlocker-overview
https://support.apple.com/en-us/HT204837
http://veracrypt.codeplex.com/
https://www.solicitorsjournal.com/news/regulation/conduct/lawyers-failure-encrypt-laptop-breached-data-protection-laws
https://www.solicitorsjournal.com/news/regulation/conduct/lawyers-failure-encrypt-laptop-breached-data-protection-laws
http://abcnews.go.com/Politics/secret-service-laptop-trump-tower-floor-plans-details/story?id=46204467
http://abcnews.go.com/Politics/secret-service-laptop-trump-tower-floor-plans-details/story?id=46204467
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You shouldn’t store your practice information on sites that don’t offer encryption.  It’s not a 

guarantee that your information is secure – sometimes no-one knows encryption will fail until it 

does – but it’s what’s reasonable. 

E-mail is a difficult one.  Unless, like many corporate counsel, your e-mail system encrypts and 

your recipient can decrypt your e-mail, encrypted e-mail is difficult.  Clients may not understand 

how to use encryption nor be able to install an encryption tool.  U.S. lawyers had some 

guidance in 1999 that it was okay to send unencrypted e-mail.  That opinion stands, but has 

been modified because clients are increasingly asking for greater protection. 

Protecting your digital law practice isn’t about the tools, though.  You may be unable to send 

encrypted e-mail to a client.  If that’s the case, you have to decide whether (a) to use e-mail 

with that client at all, and (b) you can send unencrypted e-mails that allow you to communicate 

with your client without disclosing information you wouldn’t want others to see.   

Just as with information storage, encryption isn’t a perfect answer.  Once an encrypted e-mail is 

received, it has to be decrypted to be read and at that point can be shared or exposed. 

Ransomware 

One type of encryption you don’t want is ransomware.  It is a malicious application that 

downloads onto your computer and encrypts your files.  It can also connect to other computers 

and network drives, including backups, and encrypt them.  To get the password to decrypt the 

files, you have to pay a ransom.  Avoid ransomware by being extra cautious with e-mail 

attachments and links in e-mail messages.  Avoid paying ransom by having a current backup 

and restore it after removing the ransomware app. 

Passwords 
Your encrypted devices now have passwords.  If you have encrypted files, they will have 

passwords as well.  These are in addition to the password you will have to enter your operating 

system and view your law practice’s network files.  Or log on to your bank’s web site to view 

your trust account balance, or send e-mail, and on and on. 

Often, when news media cover information exploits as hacks, they are actually referring to a 

situation where an account was accessed with a password.  It’s just that the person who used 

the password wasn’t the person whose account it was. 

These aren’t hacks so much as they are evidence that someone’s password either wasn’t strong 

or wasn’t kept securely.  You should never share a password with someone else.  If your staff 

need access to a system, give them their own account and password, not yours.  If your service 

provider asks you for your password, decline. 

It may not be your fault if your password is not kept securely.  Unfortunately, many web sites 

are finding that the way they keep user information secure is not actually very good.  Normally 

https://shop.americanbar.org/eBus/Store/ProductDetails.aspx?productId=219976&term=ethics%20opinion&sortby=Relevance&perpage=250
https://shop.americanbar.org/eBus/Store/ProductDetails.aspx?productId=219976&term=ethics%20opinion&sortby=Relevance&perpage=250
http://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/aba_formal_opinion_477.authcheckdam.pdf
http://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/aba_formal_opinion_477.authcheckdam.pdf
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a site will tell you if your information has been accessed.  You can also go to sites like 

HaveIBeenPwned (what pwned means) to check on your own. 

If your password from a site becomes known, that can allow access to your account.  Worse, if 

you have re-used that password on other sites, someone may get access to that account as 

well.  Once a site is hacked and all the users’ passwords are taken, they are put into a giant 

word list that is used by account attackers and security researchers.  If you then use a password 

on one of those lists, someone may be able to access your account. 

The challenge is how to create strong passwords and to create enough of them so that you 

don’t re-use them.  The solution is a password manager.  You can use one based on the internet 

or you can use an app that sits on your computer and devices. 

A password manager has an encrypted file that contains all of your passwords.  Since it is 

encrypted, it requires you to remember a master password to open up the password manager.  

Password managers will generate a variety of passwords, so you can create ones that match the 

requirements of sites or apps you use.  It used to be assumed that longer was better but many 

sites now limit passwords to somewhere between 8 and 20 characters. 

A generated password will (a) not match word-based passwords and (b) will not include 

information about you that someone might guess, say, from a social media profile or account.  

You cut and paste the password from the password manager into the appropriate login box 

when you’re ready to use it. 

A password manager can greatly reduce the number of passwords you need to remember.  You 

may be able to get right down to needing only 3 – encryption to your main disk on your PC, 

your Windows login, and your password manager master password.  That is a manageable 

number to memorize. 

No lawyer is an island, though.  Write down your key passwords, including your password 

manager’s master password.  Store that list with your other important practice documents in a 

secure place, so that if something should happen to you, another lawyer can continue to serve 

your clients in your absence. 

Don’t Wanna Cry? 

One of the worst ransomware attacks to date – WannaCry - occurred in early May 2017.  

Hundreds of thousands of computers were affected, files encrypted, and told to pay $300 to 

the attackers for the decryption key.  The attack only hit (a) older versions of Windows, many of 

which were no longer supported by Microsoft, (b) that were not updated, because Microsoft 

had fixed the security breach earlier that year. 

http://haveibeenpwned.com/
https://en.wikipedia.org/wiki/Pwn
https://github.com/danielmiessler/SecLists/tree/master/Passwords
https://github.com/danielmiessler/SecLists/tree/master/Passwords
http://www.pcmag.com/article2/0,2817,2407168,00.asp
https://www.slant.co/topics/2169/~offline-password-managers
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Stay Up to Date 
Digital security is an arms race.  You can use anti-virus and anti-malware software and still be 

exposed to potentially damaging attacks.  Software vulnerabilities are often fixed by the 

manufacturer and these updates can protect you. 

Microsoft operating systems have had the ability to automatically update for many years.  

Windows 10 often won’t ask you if you want the update, but will just deliver it.  Other 

applications, especially ones that use the internet, may have update features as well. Use them. 

This isn’t always the case, though, and some technologies are not patched even though they 

are vulnerable to an attack.  In that case, the only way to keep it up to date is to replace it 

periodically.  This is especially important with your connection to the internet.  In most cases, 

you’ll have a modem that connects to the internet.  You may attach a network router or wifi 

access point to that modem to give everyone in your office – or home – access to the internet. 

Network devices designed for businesses will still have vulnerabilities but they are more likely 

to be fixed.  If you purchase inexpensive network hardware designed for home or small office 

users, you may want to plan to replace them every year or two.  Your network devices will 

probably have an update option, but you will need to remember to check for updates; they 

won’t typically update on their own. 

Some applications are sufficiently vulnerable that it may no longer be worth using them.  In 

particular, Adobe’s Flash app and the Java plugin for web browsers are regularly targeted.  

Uninstall them and avoid sites that require them. 

Training 
This is perhaps the most crucial aspect of your digital security.  It is often said that the weakest 

link in security is the user.  If your hardware is kept current, and your software is patched, it is 

very difficult to attack from the outside.  But many of the attacks that are successful happen 

because a lawyer or staff person does something they shouldn’t. 

Your staff – and anyone else whose access to client information and practice systems you 

supervise – should follow the same practices as you:  encryption, good password management, 

and being cautious.  In particular, they should be able to recognize when they may be dealing 

with something sketchy. 

Trust Account is a Red Flag 

A lawyer in the UK gets a call to transfer her trust account funds to a new account.  Only it isn’t 

a bank that is calling, and by the time she figures it out, the money is gone.  An Ontario law firm 

staff person clicks on an e-mail attachment and starts transmitting the password to the firm’s 

trust account.  The helpful attacker talks the staff person through the process, and walks away 

with “large six-figure” amount. 

http://www.lawtimesnews.com/201301072127/headline-news/law-firms-trust-account-hacked-large-six-figure-taken
http://www.lawtimesnews.com/201301072127/headline-news/law-firms-trust-account-hacked-large-six-figure-taken
http://www.lawtimesnews.com/201301072127/headline-news/law-firms-trust-account-hacked-large-six-figure-taken
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You can place things like phishing into this sketchy bucket, but it really is broader.  Sometimes 

we automate our own disaster and so we need to be a bit more methodical to avoid it.  A link in 

an e-mail, or an attachment to one, is meant to be a time saver.  But when you click a link, you 

may end up on a site that looks like the right one but isn’t.  And an attachment should always 

be scanned before being opened.  A lawyer in North Carolina thought he was opening a voice 

mail, but it was ransomware.  In another keylogging incident, a lawyer clicked a link, which 

allowed the attackers to get the bank account passwords. 

Train your staff to avoid clicking links that they’re not sure about and, instead, typing the URL of 

the site into their own web browser.  Anything relating to the law firm’s finances or trust 

account should send up a red flag. 

Preparation 
In that case and in others, law firm insurers are not always paying for the losses.  Understand 

what your policy covers and what it doesn’t and determine whether your practice warrants 

broader coverage.  But beyond insurance, you need to plan for what you’ll do if you suffer an 

attack or data loss. 

Backups are your multi-purpose safety measure.  Make regular backups, test them, and keep 

them disconnected from your network.  In that way, you can wipe an infected machine clean 

and restore the backup. 

Some firms are isolating one machine in the office so that it can’t be infected and that one is 

the only one that connects to the law firm’s bank web site.  Nothing else happens on that 

machine: no e-mail, no internet, nothing. 

Another thing law firms can do is to route their internet traffic through Google’s DNS or Cisco’s 

OpenDNS networks.  The DNS system manages how people get from one internet location to 

another.  This can be free and the Google and Cisco servers will block you and your staff from 

accessing a site that has been identified as hosting a scam or attack software.  It can also be 

useful for filtering out web sites and other services you don’t want law firm lawyers and staff to 

access. 

And, of course, you can hire someone to set all of this up for you.  The point of protecting a 

digital law practice isn’t for you to become conversant with the engineering behind the tools.  It 

is to understand how your tools work, and to use them properly, and understand what they 

can’t do.  You and your staff are the most important part of the equation, and your 

understanding and maintenance of your technology will impact your ability to continue to 

practice in the face of business disaster or digital attack. 

http://www.esecurityplanet.com/malware/law-firm-loses-all-files-to-cryptolocker-ransomware.html
http://www.esecurityplanet.com/malware/law-firm-loses-all-files-to-cryptolocker-ransomware.html
http://www.abajournal.com/news/article/law_firm_fell_victim_to_phishing_scam_precipitating_336k_overseas_wire_tran
http://www.abajournal.com/news/article/law_firm_fell_victim_to_phishing_scam_precipitating_336k_overseas_wire_tran
http://blogs.findlaw.com/strategist/2017/05/law-firm-sues-insurer-after-ransomware-attack-700k-lost-billings.html
https://www.cameronhuff.com/blog/law-firm-security-air-gap/
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